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Abstract

Author Identification, also known as Authorship Attribution, is the task of identifying an
author of unknown text based on the writing style captured within a dataset of writing samples.
Author Identification is used in a wide variety of fields including marketing, forensic linguis-
tics, and influence tracing. The writing samples can be found in different forms based on their
audience, length, and platform. The common forms of writing samples include books, articles,
emails, and messages. With the increasing use of social media, millions of micro-messages,
which are short messages with a length constraint, are exchanged daily. Although micro-
messages are a powerful and efficient way to communicate among individuals, their anonymity
and short-length characteristics give rise to a real challenge for Author Identification. As the
majority of Author Identification research is focused on finding authors of long texts, the de-
velopment of social media platforms, and the emergence of social media as a primary mode
of communication has increased the interest in Author Identification of micro-messages. The
increase in micro-message has attracted increasing attention in many fields such as social me-
dia forensics. The task of identifying authors of micro-messages has been shown to be more
difficult than Author Identification using long texts. In this work, we systematically design a
set of neural network approaches to tackle this problem. Novel evolutionary algorithms and
neural network architectures are developed and thoroughly tested to validate their effectiveness
in unique environments. Empirically, our proposed method successfully outperforms other

state-of-the-art methods in identifying the authors of micro-messages.
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Chapter 1

Introduction

Exchanging information is crucial for society. Over the years, different mediums have been
used to exchange information. With technological advancements, one of the popular ways to
connect with people is with Micro-Messages. We can share our thoughts with one or many
people at the same time.

With the increased use of micro-messages, the growing number of fake accounts, and their
impact on shaping public opinion, tracing the source of messages has become an important
concern for social-media companies as well as governments. Identifying the true author of a
message is necessary in tasks such as unmasking an anonymous author, detecting fake accounts,

identifying plagiarism, or finding ghostwriters.

1.1 Research Goals

In this research, we are going to explore the machine learning methods to identify the authors
of Micro-Messages from a given a set of authors.

Our goal is to capture reusable stylistic writing styles. We wish to construct models that
can use a combination of this stylistic information to capture the identity behind the message.
This identity can be tracked over time and evolved just like environments that identify the

authors of the messages.

1.2 Research Overview

The preliminary research which has been completed focuses on introducing novel machine

learning methods to tackle the Author Identification problem. In the first phase, we evaluated



these methods on a dataset of more than 1,000 authors, and each author having at least 200
writing samples. We successfully identified the authors of the writing samples with 42.48% to
57.18% accuracy.

The second phase will be consisting of extending the preliminary investigations in two
directions. First, we will evaluate the machine learning methods discussed in the preliminary
research on extended datasets. The extended datasets will be collected from different sources
and will have different size limitations compared to the dataset used in preliminary research.
Second, we will study the performance of the machine learning methods by considering differ-
ent combinations of the number of authors and the number of writing samples. This computa-
tional study will show the robustness of the proposed machine learning methods with respect
to the different levels of writing sample availability per author.

The final phase of research will be concerned with the robustness of the proposed method-
ologies. Adversarial approaches will be employed to investigate the weaknesses of the pro-
posed machine learning methods. We will use the distribution of adversarial samples to im-

prove the robustness of the Author Identification systems.

1.3 Challenges

Author Identification plays a critical role in Natural Language Processing (NLP) research. Un-
like the other NLP tasks, the Author Identification task relies heavily on exploring authors’
linguistic styles. A number of works [12,[25,27] have developed techniques to explore the
stylistic features across documents. Although these works produce encouraging results on
style-related tasks, several challenges still remain underexplored in the Author Identification of
micro-messages task.

One of the greatest challenges in the author identification task is that the content of the
documents varies heavily among the documents written by the same author. Thus the same au-
thor could write on various topics about different opinions. This is a clear distinction between
other language understanding tasks and author identification tasks. The existing methods for
natural language understanding are mainly concerned with extracting the knowledge from the

document such as machine translation and question answering. Unlike other natural language
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understanding tasks, the linguistic styles of an author play a crucial role in Author Identifica-
tion.

Also, multiple factors can affect the writing style of the author including psychological and
environmental factors. These factors cannot be directly observed since we are only interested
in the documents. Some of the psychological factors include the state of mind, happiness, and
tiredness of the author at the time of writing. These signals can introduce a noise that can
mislead the methods to differentiate stylistic behaviors.

Furthermore, Micro-Messages introduce novel challenges by limiting the length of the
document. The authors can only write documents shorter than the size limit of the platform.
Thus, they are using different techniques to shorten their documents. This process also makes

the problem harder by abstracting the author’s writing style in a compressed document.

1.4 Contributions

In this section, we will outline our contributions for Authorship Attribution of Micro-Messages.

* We proposed a distributed evolutionary architecture to overcome the scaling issues. In
real-life environments, there can be many candidate authors. When the number of authors
increases, computational complexity increases with it. Our proposed method, Distributed
Neural-Evolutionary Hybrid (DiNEH), allows horizontal scaling with respect to the num-
ber of authors. DiNEH introduces an expert for each author responsible for identifying
the author’s writing samples. The experts do not require to communicate with each other
while they are being trained. Therefore, the authors can be placed in separate machines

and utilize more resources.

* We introduced a Multi-Channel CNN model that takes advantage of various features.
We analyzed the effectiveness of the features in varying training lengths. In addition
to features, we conducted an ablation study to show what improves the performance on

Multi-Channel CNN architectures for Author Identification.

* We proposed the use of refinement blocks in Multi-Channel CNN for Author Identifi-

cation. This work shares the Multi-Channel property of the previous work discussed



but also extends it by using an extra-linguistic feature. In the refinement block, we use

identity mapping in parallel to stacked convolutional layers.

* In addition, one of the expected contributions would be to create more comprehensive

test datasets to study the robustness of various Author Identification algorithms.



Chapter 2

Background

In the literature, a variety of methods have been developed and used for Author Identifica-
tion [43]]. Stamatatos [60] classified Author Identification methods into two groups as profile-
based or instance-based approaches according to how authors’ training texts are treated by
these methods. In the profile-based approach, all training texts of an author are combined into
a single profile document, from which the properties of the author’s style are extracted. In the
instance-based approaches, each training text of an author is treated as a separate instance of the
author’s style. While traditional Author Identification methods, such as probabilistic methods,
compression models, and common n-grams and variants are profile-based approaches, modern
machine learning methods utilize the instance-based approach. The instance-based approach
can capture the variability in the writing styles of an author, which is an important advan-
tage for Author Identification of micro-messages since authors tend to use different writing
styles in different micro-messages. Therefore, the methods proposed in this dissertation use

the instance-based approach.

2.1 Stylometric Features

The first step of Author Identification is to extract a set of features from sample texts. A
feature represents a distinctive attribute of a given text. By calculating a set of features, we
can represent text samples with different sizes and contents as a standard feature vector that
can be used to evaluate and compare those texts. A wide variety of features have been used for
increasing the effectiveness of Author Identification [12,25],27]. These features can be grouped

as lexical, character, and syntactic features as given in Table
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Table 2.1: Features used for Author Identification [[60]].

Feature Type Feature Used in the Previous Work
Lexical Token-based
Vocabulary richness [42]]
Word n-grams [25,55]]
Word frequencies [[42]]
Bag-of-Words [112]]
Character Character types [42]
Character n-grams [1251142,52L55]]
Syntactic Parts of speech [52]
Errors

In addition to the features given in Table deep neural networks for Author Identifica-
tion can also utilize word embeddings, which are pre-trained representations for text samples
where individual words are mapped to real-valued vectors. One of the advantages of using
world embeddings is that a group of words with similar meanings can be represented by the
same vector. In this dissertation, we have developed a novel Multi-Channel CNN architecture
that processes different features of text via word, character, and parts of speech (POS) embed-
dings. We hypothesize that this combination of various word embeddings can capture different

stylometric features, hence, can improve the accuracy of CNN for Author Identification.

2.2 Techniques

Luyckx et al. [37] used memory-based learning and discovered that increasing the number of
authors within a dataset has an adverse effect on Author Identification accuracy while increas-
ing the number of writing instances per author as well as the size of each writing instance

increases the identification rate. Baron [4] compared the following methods: Decision Trees



(PART and C4.5), Random Forest, k-Nearest Neighbors, Multilayer Perceptrons, Radial Ba-
sis Function Networks, and Naive Bayesian Classifiers for identifying authors. Their research
suggests that cross-validation can result in over-estimation for Authorship Attribution.

In [625,[32,|59,|62], the authors used similarity-based methods that utilized the concept
of relative and cross-entropy. In [12,|14,21], Support Vector Machines were used. Jockers
and Witten [21] introduced the concept of introduced Nearest Shrunken Centroids (NSC) and
Regularized Discriminant Analysis (RDA).

Bagnall [3]] employed a multi-headed recurrent neural network that predicts the next char-
acter in the sequence using the previously seen characters. For identification, each author
generated different sets of probabilities for the next character. Each author’s model was trained
with a chance of leakage to learn from other authors’ texts in order to learn the language as a
whole. This was the best performing approach for the PAN 2015 multi-language author identi-
fication tasks without using excessive techniques specific for each language.

Traditional Convolutional Neural Networks (CNNs) use either word sequences [28,51,53]]
or character sequences [53,57] as an input. First, Kim [28]] proposed a CNN architecture for
sentence classification tasks. The architecture utilized multiple convolutional filter sizes (3, 4,
and 5), dropout rate, and max-over-time pooling [9]. Similar architectures with modifications
were later used by other researchers [51,53,57]. Kim’s [28]] proposed approach has different
variations with a randomly initialized model, static model, non-static model, and Multi-Channel
model (that combines static and non-static models). Kim [28]] reported that these models, ex-
cluding the random model, performed similarly. The performance of the three above men-
tioned models were competitive against the other methods used. Similarly, Rhodes [51] pro-
posed an approach for sentence classification using CNNs to attribute texts to authors. The
hyperparameters were selected based on the performance on a dataset generated by the author,
1.e., the Canada dataset. Then using the selected hyperparameters, the model was tested with
the PAN 2012 author identification task [23|]. The proposed approach correctly classified 12
writing samples out of 14 writing samples. Rhodes’ [51]] approach was better than many ap-

proaches except one which correctly classified thirteen writing samples. Later, Ruder et al. [S3|]



used a combination of previously proposed approaches by [9,28,/67]. These combinations in-
clude single-channel and Multi-Channel CNNs with word and character embeddings. Ruder et
al. [53]] tested their approaches with state-of-art authorship attribution methods. In their exper-
iments, they selected 10 and 50 authors with the most writing samples from five large datasets.
The proposed approaches outperformed other methods in all five datasets except the IMDb
dataset. The single-channel character embeddings outperformed all methods on three datasets.
The Multi-Channel character and word embedding hybrid outperformed all other methods on
IMDb dataset. Recently, Shrestha et al. [57] used a different approach for identifying the writ-
ers of short texts. The authors used a sequence of character n-grams for the input. The proposed
approach performed better than the state-of-the-art approach by Schwartz et al. [56]. Further-
more, the authors analyzed the high performing n-grams in the best model. The CNNs were
able to capture the stylistic behavior of both humans and chatbots. This also contributed to the
ongoing analysis of the high performing n-grams on Authorship Attribution Tasks [26,55].
This dissertation addresses several important gaps in the deep learning methods cited

above for Author Identification:

* We design a novel Multi-Channel CNN architecture and a multi-branch refinement con-
volution block that can fully exploit micro-message data for authorship attribution. Ap-
plying multi-branch refinement convolution blocks and Multi-Channels simultaneously
in CNNs has not been studied in the literature. Combining these two techniques can

increase the accuracy of Author Identification.

* We integrate the concept of sharing convolutional filters on two embedding layers to cap-
ture the different stylometric features in our architecture, which renders the word/character

tokens’ conversion to vectors possible.

* The importance of features wasn’t extensively studied in the literature. It is important to
know the most salient features in neural networks. We investigate the relevance of each
feature in neural networks and show the effectiveness of different feature types. We show

that different feature sets can capture various types of stylometric features.



* We study the generalization and robustness of the proposed neural network architectures
by conducting extensive experimental evaluations on the real-world Twitter dataset. This
study demonstrates the superiority of our proposed Multi-Channel CNN architecture and

refinement block in comparison to baseline algorithms.



Chapter 3

Datasets

This section introduces the micro-message datasets that will be used in the following sections
to gauge the performance of the algorithms and models proposed in this dissertation. In addi-
tion, the dataset properties are investigated to understand the environmental factors, including
message size, topics, and interactions among users. The datasets were collected from social

media platforms namely, Twitter and Reddit.

3.1 CASIS

The CASIS dataset is subsets of CASIS-1000 [13,40]. The CASIS-1000 dataset is composed of
blog entries from 1,000 authors. There are four writing samples for each of the 1,000 authors.
Hence, there are a total of 4,000 writing samples in this dataset. Each subset, namely CASIS-N,

is the first n authors of the CASIS-1000 dataset.
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Figure 3.1: --SNE plots of CASIS-25 subset.
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Figure 3.2: +-SNE plots of CASIS-50 subset.
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Figure [3.1] Figure [3.2] Figure [3.3] and Figure [3.4] shows the visualization of CASIS-N
subsets after Term Frequency-Inverse Document Frequency (td-idf) transformation via
t-Distributed Stochastic Neighbor Embedding (z-SNE) plots [39]. The tf-idf transformation
scales down the impact of tokens that occur very frequently in a given corpus. Each point
in the plot represents a writing sample, and the color of the points indicates the authors. We
observe that the points with same color in Figure [3.1] Figure [3.2] and Figure [3.3] are grouped
together. This shows that even unsupervised methods with td-idf transformations can capture
authorship signals. However, this behavior is harder to observe in Figure [3.4] where the 1000

authors are visualized.
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Figure 3.3: +-SNE plots of CASIS-100 subset.
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3.1.1 Preprocessing

The raw features collected from the writing samples are first preprocessed before the classifi-
cation. Preprocessing of the feature vectors is done with the scikit-learn python library [47].
Each feature vector is passed through a td-idf transformer, then through StandardScaler, and
finally normalized. The StandardScaler standardizes each feature by subtracting the mean and
dividing it by the variance per feature. The normalization scales each feature vector to a unit

vector.

3.1.2 Statistics

The feature sizes for subsets of CASIS-1000 are shown in Table [3.1] for both author-based and
global Bag-of-Words. It is clear that the difference between a single feature set and an average

author feature set increases when the dataset gets larger.
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Table 3.1: Bag-of-Words feature sizes.

Author Feature Sets

Dataset Single Feature Set
Average Maximum
CASIS-25 6,082.00 488.20 1,147.00
CASIS-50 9,984.00 523.16 1,403.00
CASIS-100 14,351.00 491.00 1,849.00
CASIS-1000 52,919.00 488.81 2,084.00
C50 35,202.00 2,177.09 4,539.00
100 ° ° °

50

-50

-100

Figure 3.5: t-SNE plots of the C50 train set.

32 C50

The C50 dataset is widely used for Authorship Attribution [20]. The C50 dataset is composed

of news articles of 50 authors. The dataset has 50 writing samples of each author for each
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training and test set. Hence, there are a total of 2,500 writing samples for the training set and
2,500 writing samples for the test set. Figure [3.5]and Figure [3.6] shows the visualization of the

train and test sets, respectively.

100

50 °

-50

-100 -50 0 50 100

Figure 3.6: t+-SNE plots of the C50 test set.

3.2.1 Preprocessing

The preprocessing steps in Section [3.1.1] were followed. The features are collected from the
writing samples. Then, the features are passed through a tf-idf transformer, StandardScaler and

normalized to a unit vector.

3.2.2 Statistics

Feature sizes for subsets of C50 are shown in Table [3.1l As in Section [3.1} one can see the
difference between a single feature set and an average author feature set increases when the

dataset gets larger.
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3.3  Twitter

The Twitter dataset [S06] is a collection of public tweets from May 2009 to March 2010. This
dataset is used in a number of micro-message research concerning author identification [[56,57]].
The dataset has two groups of subsets. The subsets includes authors with at least 200 and 1,000
writing samples, respectively. The first subset contains a larger number of authors with fewer
writing samples. It allows us to experiment on a dataset with a larger number of authors.
Figure shows the visualization of the dataset. As seen in the figure, some writing samples
form clusters. For example, writing samples from authors on the right side of the Figure
with yellow, purple, dark green, and light blue are clustered together. This clustering is an
indication of highly similar writing samples. The bots that post automated messages have
similar properties since they tend to follow the same structure. We sampled writing samples
from those clustered authors on the right side of Figure and listed on Table Table [3.2
lists the content of the writing sample in the first column and the author in the second column.

The authors are listed in the same order and the same color as in Figure

3.3.1 Preprocessing

We used several preprocessing methods to eliminate self-identifying writing samples and re-
moved the noise. Self-identifying information including username references and website
URLs replaced with pre-defined meta tags. In addition, we replaced the noisy information
such as numbers, dates, and time with meta tags to avoid over-fitting. Since we need as much
information as we can get from the tweets, we did not convert the text into lowercase to keep
the information. The authors’ choices of different types of word capitalization may reflect their

writing style. These types include camelCase, PascalCase, snake_case, and kebab-case.
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Figure 3.7: t-SNE plot of 50 authors randomly sampled from the Twitter dataset.

Table 3.2: Writing samples collected from the Twitter dataset.

Text author
News Update: Windows SteadyState 1 1
News Update: Koobface : Check and Remove The Facebook Virus -... 1

VIDEO David Choi ? Valentines (Original): Like the video? Twi...

UCLA vs. Arizona State Recap: Eric Boateng had a huge game fo...

#mma UFC 4 Preview: Tyson Griffin Braces for Potential War Wi...

- GAMBURYAN WINS, LIGHTWEIGHTS SHOW OFF AT WEC: In a night of...
Hint #4 - If you are wrapping crystal chandeliers or lig...

Hint #4 - Your #4 source of research is eBay’s past sale...

Anykind boat repairs (all) $4 1 #boats #sale

Pro Trail Bass Boat Trailer Low Profile (Avon) $4 1 #boats #...

b s B
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3.3.2 Statistics

Table [3.3] shows the Twitter dataset [2] statistics for subsets of the dataset used in the ex-
periments with 100, 200, 500, and 1,000 authors (a). Similarly, Table [3.4] shows the dataset
statistics for subsets of the dataset used in the experiments with 50, 100, 200, and 500 writing
samples (w). Tables [3.3]and [3.4] have the same structure. The first column shows the number
of authors (a) in Table[3.3]and the number of writing samples (w) in Table[3.4] Then, the mean
(1) and standard deviation (o) of the number of characters, words, and sentences for writing
samples are given. The last column of Tables[3.3|and [3.4]shows the dictionary size (| D|), which
is the number of unique words in the dataset.

In Table[3.3] the average number of characters are within the range of 72 + 2 for all authors.
The character limit for Twitter is 140, the average number of characters are close to half the
size of the limit. This trend is also observable in the average number of words and sentences.
Please note that each author group is sampled without replacement; hence, they are disjoint
sets.

On the other hand, the dictionary size grows when the number of authors increases, which
is expected since there are a larger number of writing samples for groups with a larger number
of authors. The increase in the dictionary size was less than the increase in the number of

authors since it gets harder to find a unique word when the dictionary is larger.

Table 3.3: Dataset statistics: varying number of authors.

Characters Words Sentences
a D
L o 1 o 14 o
100 71.57 33.81 14.10 6.50 1.69 0.90 47493
200 73.15 34.04 14.29 6.49 1.71 0.96 81735
500 73.79 34.11 14.42 6.55 1.69 0.95 161742
1,000 73.28 33.84 14.30 6.49 1.71 0.96 269774

In Table the average number of characters are within range of 73 + 0.5 for all values

of w. In addition, the dictionary size gets larger with increasing number of writing samples.
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Similar to the varying number of authors, an increase in writing samples results in a larger

dictionary size.

Table 3.4: Dataset statistics: varying number of writing samples.

Characters Words Sentences
w D
1 o 1 o 1 o
50 73.26 34.22 14.17 6.45 1.66 0.94 10,857.50
100 73.04 34.20 14.15 6.45 1.65 0.92 18,093.50
200 73.04 34.16 14.15 6.44 1.65 0.93 29,941.50
500 72.87 34.11 14.12 6.43 1.65 0.92 56,974.60
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Chapter 4

Author Identification via a Distributed Neural-Evolutionary Hybrid (DiNEH)

In this chapter, we propose a non-traditional Genetic & Evolutionary Feature Selection (GEFeS)
method for Author Identification. GEFeS is distributed algorithm because it evolves a feature
vector for each author in a distributed manner. We refer to this new approach as a distributed
neural evolutionary hybrid (DINEH). We compare the performance of DiINEH with a number
of well-known Authorship Attribution Techniques (AATs) from the literature. DINEH was able
to outperform all of the AATs on one dataset and was the second best performing on the other

dataset by a narrow margin.

4.1 Introduction

Over the years, the field of Evolutionary Computation (EC) has seen a wide variety of ap-
proaches to distributed evolutionary computations (DECs). To date, DEC approaches can be
classified as: domain-based [5,49,|61]], function-based [8|], and/or variable-based [49]. In
domain-based DECs, the population of candidate solutions, P, is distributed across k pro-
cessors where each processor receives P/k candidate solutions (individuals). Function-based
DEC:s distribute the functions of evolutionary operators and processes (e.g., Crossover, Func-
tion Evaluation, Selection, etc.) across k processors while variable-based DECs distribute the
chromosome across k processors. In this chapter, we present a distributed neuro-evolutionary
hybrid (DINEH) approach that combines domain-based, function-based, and variable-based
DEC. Our results show that DiNEH is an effective method for Author Identification [43]].
Scalability is a big concern for Authorship Identification tasks as examined in [36]]. We

propose a distributed method for feature selection. DiNEH consist of a set of author cells (one
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author cell for each author). Figure illustrates the diagram of the feature selection process
in author cells. As shown in Figure {.1], an author cell is composed of six components. The
first two components, self and non-self, represent the dataset as a whole. In an author cell,
however, the self set contains only writing samples for the associated author while the non-self
set represents the writing samples of the other authors. Therefore, an author cell represents a
two-class identification problem, reducing the complexity of the classification problem from
many to two. Each author cell has a Linear Support Vector Machine (LSVM) that is trained
using leave-one-out. Finally, each author cell uses a GEFeS, which evolves a population of a
candidate feature mask. The objective of GEFeS is to identify the best subset of features for

each author.

4.2 Single GEFeS Method

The GEFeS is based on the steady-state genetic algorithm [10] that evolves a population of 20
candidate feature masks. The initial population of candidate feature masks is generated using a
binary standard uniform distribution function. Hence, each feature mask generated in the initial
population is anticipated to utilize half of the total number of features. In each generation, two
parents are selected via binary tournament selection, and one offspring feature mask is created
using a uniform crossover with a mutation rate of 5%. The worst feature mask in the population
was replaced with the new offspring feature mask.

We use LSVMs because of their ability to cope with a large number of inputs and their ap-
plications for Authorship Identification in the literature [[12]]. The Scikit-learn library was used
for the LSVM with the LinearSVC module. GEFeS calculates the accuracy of the classification
using leave-one-out cross-validation.

In order to calculate the accuracy of a candidate feature mask, each writing sample is
classified one by one. Each writing sample of the dataset classified by the LSVM results in a
decision vector that has a number associated with each author in the dataset. The author with
the highest score in the decision vector is selected as the author of that writing sample.

Three different feature sets used were Character Unigrams, Stylometry, and Bag-of-Words.

The features that were used for Stylometry were similar to [42] and shown in Table
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Table 4.1: Stylometry feature set.

Category Description Count
Length number of words/characters in post 2
Vocabulary Yule’s K and frequency of hapax legomena, dis legomena, etc. 12
richness
Word shape frequency of words with different combination of upper- and 5
lower-case letters.
Word length frequency of words that have 1-20 characters. 20
Letters frequency of a to z, ignoring case 26
Digits frequency of 0 to 9 10
Punctuation frequency of .?/,;:()”-’ 11
Special frequency of other special characters “~@#$"&* +=[]{ }\ |/<> 22
Characters
Function words  frequency of words like *a’, "about’, "after’ etc. 320
Total 428

Note: The syntactic category pairs were omitted and different function words were used from [42]].

4.3 DIiNEH

DiNEH uses the author cell GEFeSs for evaluating the feature masks within the author cells.

The fitness function for the GEFeS used in each author cell is as follows:

Y x>0
flx) = 4.1
z+1 <0
where z 1s the decision function of the LSVM such that z > 0 indicates that the writing sample

belongs to the author, x < 0 otherwise, and y represents the number of writing samples belongs

to the author.

y
fitness = Z f(LSVM(self;)) (4.2)

=1
where sel f; denotes the ith writing sample of the author.

The classification of an author cell LSVM is performed in the same way as with the single

GEFeS approach. Each author cell classifies a writing sample using its feature mask. The
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Author Cell
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LinearSVC
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Non Cross-Validation

Self

Score Mask
Feature Genetic Algorithm
Mask

Figure 4.1: Diagram of the feature selection process in author cells.

resulting decision vector of the classification is a score between -1 and 1 such that -1 indicates
that the sample belongs to another author and 1 indicates that the sample strongly belongs to
the author.

DiNEH uses the same feature sets introduced in as the single GEFeS mentioned earlier,
i.e., Character Unigrams, Stylometry, and Bag-of-Words. For Bag-of-Words, each author cell

is trained with the Bag-of-Words associated with only their writing samples.

4.4 Experiments

For Authorship Attribution, we first extracted the features described in Section [21;2] from a
set of writing samples. The writing samples were collected from the CASIS and C50 datasets
described in Sections[3.T]and [3.2] Then, we used preprocessing techniques that are explained in

the preprocessing section. We conducted feature selection experiments with the Single GEFeS
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and DINEH approaches on subsets of the CASIS-1000 dataset. Then, we compared the DINEH
approach with the authorship attribution systems proposed in [6,[25}32,59,62].

In Experiment I, the baselines for CASIS-25, 50, 100, and 1000 were computed using a
LSVM without GEFeS for the Character Unigram, Stylometry, and Bag-of-Words features. In
Experiments II, III, and IV, the performance of Single GEFeS and DiNEH was compared for
the CASIS-25, 50, and 100 datasets using Character Unigram and Stylometryﬂ

In Experiment V, the performance of the five well-known author identification systems
[6,25,59,/62] were compared with DiNEH methods on the CASIS-25, 50, 100, 1000, and C50

datasets.

4.5 Results

In the computational experiments, a maximum of 5,000 function evaluations were used to eval-
uate Single GEFeS and DiINEH. Both algorithms had population size of 20. Let n be the
number of writing samples. Each function evaluation calculated the fitness using leave-one-out
cross-validation, and each sample needed to be classified. Therefore, each classifier was trained
(n—1) times with all writing samples excluding the test writing sample. The computational ef-
fort for the Single GEFeS function evaluation (WsingiecEFes) 1S as follows, where n represents

the number of writing samples:

2
WSingleGEFeS = TV — N (43)

The computational effort for DINEH function evaluation (wp;ygg) was as follows:

WDiNEHZ%XmX(n—1)=n2—n (4.4)

where m represents the number of writing instances per author. For the CASIS-1000 dataset,

n = 4,000 and m = 4. For the C50 dataset, n = 2,500 and m = 50.

'The reason why Bag-of-Words was not used in Experiments II, III, and IV is due to inability of the Single
GEFeS to scale as shown in Table
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The computational effort required for a single function evaluation in DINEH and the Single
GEFeS approach (Equations (4.3) and (#.4)) were equal. For a fair comparison, the same

number of function evaluations were used for DINEH and the Single GEFeS approach.

4.5.1 Experiment I

Table shows the baseline results of the LSVMs without feature selection. The first column
lists the dataset used for Experiment 1. The second, third, and fourth columns list the baseline
accuracies of the LSVMs using Character Unigrams, Stylometry and Bag-of-Words, respec-
tively. In Table one can see that as the number of authors increases the accuracy decreases
for all LSVMs. An unexpected result is that the Character Unigram LSVM outperformed the
Stylometry LSVM on all four datasets. The Bag-of-Words LSVMs had the best overall perfor-
mance on all four datasets.

Table 4.2: The performance comparison of baseline SVM classifiers. The accuracies are shown
for CASIS-N subsets with with the baseline feature sets.

Dataset Unigram Stylometry Bag-of-Words
CASIS-25 65.00% 58.00% 96.00%
CASIS-50 51.00% 44.00% 90.00%
CASIS-100  46.00% 34.25% 84.50%
CASIS-1000  24.53% 19.65% 47.57%

4.5.2 Experiment II

Table shows the results of the LSVMs with Single GEFeS and DiNEH on the CASIS-25
dataset 30 times with 5,000 function evaluations for each run. In Table [4.3] the first column
list the algorithm and feature set pair used in the experiment. The second column list the
equivalent class of the methods that was determined by using ANOVA and the Student’s t-test.
The third and fourth columns list the best and average accuracies, respectively. The fifth and
sixth columns list the lowest and average number of features used in the feature mask, respec-

tively. One can see that DINEH outperformed Single GEFeS in terms of equivalence class,
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best accuracy, and average accuracy. DINEH,,,,; outperforms Single GEFeS,,,,; in terms of the
fewest number of features and the average number of features; however, the same outcome was
not observed for DINEH,;, and Single GEFeS,;,. In this case, Single GEFeS;, outperformed
DiNEH,, in terms of the fewest number of features used while DiNEH,,,, outperformed Single
GEFeS,;, in terms of the average number of features used. In Table @, DiNEH,;, has the
best overall performance in terms of accuracy. Figure visualizes the number of features
used in Single GEFeS and DINEH with Character Unigram and Stylometry feature sets on the
CASIS-25 dataset.

DiNEH,,,,; outperformed Single GEFeS,,,,; in terms of the fewest number of features and
the average number of features; however, the same outcome was not observed for DINEH,
and Single GEFeS,,. In this case, Single GEFeS,;, outperformed DiNEH,;, in terms of the
fewest number of features used while DINEH,;, outperformed Single GEFeS,;, in terms of the
average number of features used. In Table @, DiNEH,;, has the best overall performance in

terms of accuracy.

Table 4.3: Comparison of Single GEFeS and DINEH on the CASIS-25 dataset. The results
were gathered from accuracy of 30 individual runs. The equivalence classes are calculated by
using ANOVA and the Student’s t-test.

EQ Accuracy Number of Features
Algorithm Class
Best Average Lowest Average
Single GEFeS,,,,; I 83.00% 80.70% 49.00 55.17
Single GEFeS;, III 83.00% 81.20% 205.00 219.37
DiNEH,,,,; II 93.00% 92.10% 47.40 48.88
DiNEH,, I 99.00% 98.10% 211.64 213.49

4.5.3 Experiment III

Table 4.4 summarizes the results of the LSVMs with Single GEFeS and DiNEH on the CASIS-
50 dataset. In this experiments, the algorithms were run for 30 replications with 5,000 function

evaluations for each run. As similar to Experiment II, in Table @ the first column lists the
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Figure 4.2: Average number of features used in the Single GEFeS approach and DiNEH using
the Character Unigram and Stylometry feature sets.
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algorithm and feature set pair used in the experiment. The second column lists the equivalent
class of the methods that was determined by using ANOVA and the Student’s t-test. The third
and fourth column list the best and average accuracy values. The fifth and sixth columns list
the lowest and average number of features used in the feature mask. As seen Table DINEH
outperformed Single GEFeS in terms of all performance measures (equivalence class, accuracy,
number of features). The Single GEFeS,,,,; outperformed Single GEFeS,;, in terms of equiv-
alence class and accuracy while DiNEH,;, outperformed DiNEH,,,; in terms of equivalence
class and accuracy. As in Experiment II, DINEH,,, outperformed the others in terms of equiv-
alence class and accuracy. The average numbers of features used in Single GEfeS and DiNEH
with Character Unigram and Stylometry feature sets are shown in Figure {.3]on the CASIS-50
dataset.

Table 4.4: Comparison of Single GEFeS and DINEH on the CASIS-50 dataset. The results
were based on 30 individual runs. The equivalence classes were calculated by using ANOVA
and the Student’s t-test.

EQ Accuracy Number of Features
Algorithm Class
Best Average Lowest Average
Single GEFeS,,,,; I 66.00% 64.80% 53.00 59.93
Single GEFeS;, v 62.00% 60.55% 214.00 230.93
DiNEH,,,,; II 82.00% 80.90% 47.14 48.47
DiNEH;, I 95.50% 94.60% 210.38 213.53

4.5.4 Experiment [V

Table [.5] shows the results of the LSVMs with Single GEFeS and DiNEH on the CASIS-
100 dataset using 30 random runs with 5,000 function evaluations for each run. In Table
the first column lists the algorithm and feature set pair used in the experiment. The second
column lists the equivalent class of the methods that was determined by using ANOVA and the
Student’s t-test. The third and fourth columns list the best and average accuracies, respectively.

The fifth and sixth columns list the lowest and average number of features used in the feature
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Figure 4.3: Average number of features used in the Single GEFeS approach and DiNEH using
the Character Unigram and Stylometry feature sets.
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mask, respectively. As seen in Table DINEH outperformed Single GEFeS in terms of
equivalence class, accuracy, and the number of features used. As we have noticed earlier in
Experiment III, Single GEFeS,,,,; outperformed Single GEFeS,;, and DiNEH;, outperformed
DiNEH,,,; in terms of equivalence class and accuracy. In addition, DINEH,;, had the best
overall performance. Figure [4.5| provides the plot of the average accuracy for all four methods
on the CASIS-25, 50, and 100 datasets. Figure visualizes the number of features used in
Single GEfeS and DINEH with Character Unigram and Stylometry feature sets on the CASIS-
100 dataset.

Table 4.5: Comparison of Single GEFeS and DiNEH on the CASIS-100 dataset. The results
were gathered from 30 individual runs. The equivalence classes were calculated by using
ANOVA and the Student’s t-test.

EQ Accuracy Number of Features
Algorithm Class
Best Average Lowest Average
Single GEFeS,,,,; I 54.00% 53.34% 63.00 69.41
Single GEFeS;, v 47.50% 46.04% 214.00 229.12
DiNEH,,,,; II 78.00% 77.45% 48.34 48.81
DiNEH,;, I 90.75% 87.85% 212.44 213.56

4.5.5 Experiment V

In Table 4.6 we compared the DINEH methods with five well-known author identification
systems (AISs). The first column of Table[d.6|lists the methods that are compared. The second,
third, fourth, and fifth columns are the accuracies of the five AISs and the average accuracies of
DiNEHs on the CASIS-25, 50, 100, 1000, and C50 datasets, respectively. As in Experiments II-
IV, the DiNEHs was run for 30 random replications on the CASIS datasets. On the C50 dataset,
the DINEHs was run for 10 replications because of the computational constraints. In terms of
the AISs, Keselj had the best performance on all of the datasets. In terms of the DiNEHs,
DiNEH g, had the best performance on all of the datasets except for CASIS-25 where it was

tie with Keselj, and on C50 dataset, it was the second best performing one after Teahan.
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Figure 4.4: Average number of features used in the Single GEFeS approach and DiNEH using
the Character Unigram and Stylometry feature sets.

Table 4.6: Performance Comparison baselines with DINEH. The table lists average classifica-
tion accuracy of 30 runs for each algorithm.

Algorithm CASIS-25 CASIS-50  CASIS-100  CASIS-1000 C50

Koppel [32]] 87.00% 74.00% 69.25% 51.55% 59.72%
Teahan [62]] 89.00% 78.00% 65.75% 55.15% 69.16%
Keselj [25]] 99.00% 93.00% 87.00% 66.05% 54.94%
Stamatatos [59] 10.00% 3.01% 3.00% 1.78% 18.18%
Benedetto [6] 75.00% 65.00% 40.75% 28.00% 60.84%
DiNEH,,,; 92.10% 80.90% 77.45% 62.43% 44.28%
DiNEH,, 98.10% 94.80% 87.85% 79.40% 48.88%
DiNEH g, 99.00% 98.50% 95.75% 96.22 % 64.84%
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4.6 Summary

In this chapter, we introduced a distributed neuro-evolutionary hybrid for Author Identification
which was referred to as DINEH. Our results show that DINEH scales well to datasets with
larger numbers of authors by evolving a distributed feature mask. DiNEH achieves that by
distributing authors to individual machines allowing it to scale horizontally. We compared

the DiNEH with five well-known AISs, and DINEH had the best performance on all but two

datasets (CASIS-25 and C50) both of which had 50 or fewer authors.
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Chapter 5

Author Identification of Micro-Messages via Multi-Channel Convolutional Neural Networks

In this chapter, the Author Identification of micro-messages problem via Convolutional Neural
Networks (CNNs) is studied. Specifically, we introduce a novel Multi-Channel CNN archi-
tecture that processes different features of text via word and character embedding layers and
utilizes both pre-trained word embedding and character bigram embeddings. We examine the
usefulness of different feature types and show that the combination of embedding layers can
capture different stylometric features. We conduct extensive experiments with a varying num-
ber of authors and writing samples per author. Our results show that our proposed method

outperforms a state-of-the-art system on a Twitter dataset that contains 1,000 authors.

5.1 Introduction

Currently, the performance of existing Author Identification systems of micro-messages [56] is
not any better than a chance of flipping a coin even with a small number of authors [57]. The
recent development of CNNs has shown promising results on image classification tasks [[16,33]].
One of the difficulties of using these types of CNNs for Author Identification is basically a
representational difference [9]. The tokens of the text (character, word, etc.) are discrete and
not convertible to values that machines can understand [9]. Studies [22,141] have shown that
using a number of word embedding techniques can convert words into individual vectors. Some
of these techniques include Word2Vec [41], FastText [22], etc. In the literature [4}12,/14,21,56],
tokens other than words could also be used as features in machine learning algorithms for
Author Identification. These tokens include character n-grams [25/52/55]], parts of speech [52],

and stylometry [42].
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Social media platforms such as Twitter [S6] limit the number of characters for each post.
Then, we can state the following research question: How can we identify an author of a single
post message with 140 characters or less (as limited in [56])? Identifying authors of micro-
messages has shown to be more difficult than Author Identification using long text [36] because

of the inherit characteristics of micro-messages:

* Each micro-message itself is very short to properly extract user trails and traditional

stylometric patterns.

* Micro-messages may lack the syntax of natural languages and contexts themselves.

* Micro-messages may contain more typos and syntax errors than book chapters or docu-

ments.

Our goal is to design a CNN architecture for identifying the authors of micro-messages
to overcome the problems mentioned before. This architecture can assist social networks for
auto-moderation to prevent undesired behavior like spreading fake news. In the literature [52],
it is shown that different feature sets can capture a variety of stylometric features. Consider-
ing this information, we combine word embeddings with character embeddings under a single
CNN architecture to form a Multi-Channel CNN architecture. These embedding layers can be
considered as individual information channels for a CNN.

We compare our proposed architecture with the best performing state-of-art methods within
the literature [S7] as well as several popular authorship attribution methods [56]. We show that

using Multi-Channel CNNs with pre-trained word embeddings perform the best.

5.2 Related Work

In this section, we present some related work to our research.

5.2.1 Author Identification of Micro-Messages

In the literature [43]], a variety of methods have been developed and used for micro-message

Author Identification problems. Schwartz et al. [56] introduces a method known as k-Signatures
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to identify authors of micro-messages. The k-signatures method captures the style of an author
by collecting the features only found in the writing samples of the author. Also, another con-
dition for collecting the feature is that a given feature needs to be seen in k% of the author’s
writing samples. Finally, captured features are used by the classification algorithms for Author
Identification.

Rocha et al. [52] presents an overview of Authorship Identification methods used in social
media. In addition, they provide performance analysis of the feature sets of micro-messages
using two classifiers, namely, a Power Mean SVM [65]] and Random Forests. They suggest that
using character 4-grams as feature set in their classifiers shows the best performance in Author
Identification.

Shrestha et al. [57]] uses a different approach for identifying the authors of micro-messages.
They use a sequence of character n-grams as input. To date, this is the best performing algo-

rithm for Author Identification of micro-messages.

5.2.2 Neural Networks for Author Identification

CNNs for Author Identification have shown promising results [28,57]. Kim [28] proposed a
CNN for sentence classification. The CNN utilized convolutional filter sizes of 3, 4, and 5,
a dropout rate, and max-over-time pooling (Collobert et al. [9]). Kim’s approach [28]] uses
a different combination of models such as: a) random model, b) static model, ¢) dynamic
model, and d) multi-channel model that combines the static and dynamic models. The models,
excluding the random model, used pre-trained word2vec word embeddings [41].

Recurrent Neural Networks (RNNs) [3]], have also been used for Author Identification.
Bagnall [3] uses an RNN that predicts the next character in the sequence based on the previ-
ously seen characters. Different sets of probabilities of the next character for each author are
generated, then authors are identified based on these probabilities. This was the best performing

method for the PAN 2015 multi-language author identification competition.

36



5.2.3 Multi-Channel Convolutional Neural Networks

Multi-Channel CNNs have been extensively studied with applications in image classifi-
cation, object detection, and speech recognization [19]. The color channels (such as RGB)
in computer vision or the wavelength channels in speech recognization have been
proven successful as Multi-Channel input for classification problems. Although natural lan-
guage inputs are normally in the form of single-channel tokens or characters, the different sets
of extracted features are shown to capture different stylometric features [52]]. To
our knowledge, no previous work has been done on the micro-message Author Identification
task using feature learning and model training from both word and character n-grams embed-

dings channels.

Character N-Gram Embedding

over Word Embedding

Writing Sample Embedding Layer Convolutional Layer Max-over-time Pooling Merge Layer Fully Connected Layer
with Softmax output

Figure 5.1: Multi-Channel CNN architecture diagram. The writing sample is " The quick brown
fox jumps over the lazy dog”. The writing samples are tokenized and fed to embedding layers.
Word embedding and character bigram embedding layers are illustrated in the figure. The red,
blue, and yellow colors indicate the different window sizes for each channel. The embeddings
are then forwarded to convolutional layers with different window sizes. There are M numbers
of filters for each window size. Max-over-time pooling is used in the the pooling layer, followed
by the merge layer, which combines the features by either Concatenation(U) or Add(+), then
fed into the fully connected layer with asoftmax output.
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5.3 Multi-Channel Convolutional Neural Networks

5.3.1 Model Construction

In light of the above discussion, we devised a Multi-Channel CNN architecture utilizing both
the word embeddings and character n-gram embeddings. The Multi-Channel convolutional
network architecture is shown in Figure and the model details are defined in the following

subsections.

5.3.1.1 Embedding Layer

Figure [5.1] shows two feature sets used as individual input channels with their own embedding
layers. These feature embeddings are padded to have the same size. The dropout [58]] is applied
to the embedding layer to avoid over-fitting. The feature embeddings (inputs) are then given to

the convolutional layers with different window sizes in parallel.

5.3.1.2 Convolutional Layer

The convolutional layers apply filters to the input, feature embeddings in our case, and shifts the
filter until the end of the sequence. The window size of the convolution operation corresponds
to the size of the filter that is applied to the input each time. Following the work of [9], we
used convolutional filters with window sizes of 3, 4, and 5. We used the Scaled Exponential
Linear Unit (SELU) activation function [30] after each convolutional layer for self-normalizing
properties. Also, the SELU activation function introduces non-linearity to the model. Hence,
the model can construct non-linear mappings between the input and outputs of each layer.

The convolutional layer can be represented as follows:

x, ifz >0
selu(x) = A (5.1)

ae” —qa, ifx<0

where z is the output of the convolutional filters, and A and « are pre-defined constants.
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The outputs of the convolutional filters are known as feature maps. Since we use three
different filter size with M = 500 filters each total number of filters is 3 x M = 1,500. The

same filters are applied for character embeddings and word embeddings input channels.

5.3.1.3 Pooling Layer

Convolutional layers are followed by max-over-time pooling [9], which takes the feature with
maximum value in a given filter.
For the feature matrix output x by the convolutional layer, the max-over-time pooling

operation can output z as follows:

[fc]i:max[:v}” i=1,... M (5.2)

where ? is the position in the sentence, ¢ is the convolutional filter applied and M is the numbers
of filters for each window sizes (Figure [5.1).

In this way, we make the network size the most helpful features produced by the convolu-
tional layers. Thus, the number of selected values with max-over-time pooling is equal to the

number of filters in the architecture per feature embedding.

5.3.1.4 Merge Layer

The resulting features are merged into a single feature map. To merge the feature maps of the
character and word embeddings, we experimented with both concatenation (U) and add (+)
operations in the merge layer. The differences between the two operations are that the concate-
nation operation concatenates the features into a single feature vector, while the add operation
uses pairwise add operation between feature vectors. Here are the detailed explanation of the

both operations:

» Concatenation operation: The features are concatenated into a single feature map. For

given vector a;_, and b;_,,, contaction operation can be represented as follows:
concat(a,b) = [ay,ag, ..., apn, b1, ba, ..., by (5.3)
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* Add operation: Element wise add operation between feature vectors. For given vector

ay., and by, add operation can be represented as follows:

add(a,b) = [a1 + by, as + ba, ..., an + by] (5.4)

5.3.1.5 Fully Connected Layer with Softmax Function

After the merge layer, the last step is to feed the feature maps into the fully connected layer,
followed by the softmax function for the classification.

The softmax function, which is shown in equation 5.5} take exponents of each element z;
from the input feature map = and normalize them by dividing by the sum of all the exponentials.

The equation is as follows:

T

e
Z§:1 e

where k is the total number of inputs. Softmax function scores the authors based on the close-

S(a:) = (5.5)

ness of the feature map to the class of an author. The network guesses the author of the writing

samples with the highest score.

5.3.2 Hyper-parameter Tuning

The hyper-parameters were selected based on grid search [[7]. The embedding dimension size
of character and word used was 400. We used a dropout layer with a drop rate of 25%. For the
convolutional layer, there were 500 filters per window size, M = 500, which makes a total of
1,500 filters. Hence, only one feature was selected per filter. We used a batch size of 64 for the
experiment. Since wasn’t any improvement observed after epoch 100, the epoch limit was set
to 100. Also, to speedup the training process an early stopping condition was implemented to
stop the training after 20 epochs without improvement. The learning rate updated during the

training by the Adam optimizer [29]. The initial learning rate was le — 4.
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5.4 Experiments

In this section, we present our experiments. First, we investigate the impacts of different fea-
tures for embedding layers. Then, we study the performance of our proposed architecture with
increased difficulties, such as increasing the number of authors or decreasing the number of
writing samples. The experiments are conducted in two different settings. We analyze the
relation of the number of authors and the number of writing samples. The parameters are the
number of authors and the number of writing samples, one of the parameters is kept static while
the other one is tested on a range of values. Lastly, we conduct an experiment to compare dif-
ferent operations of merging layers. The preprocessing method for the dataset is used, which
is similar to [56]], in all four experiments. The steps can be summarized as follows. We replace
the numbers, username references, date, time, and website URLs with pre-defined meta tags.

Our four experimental settings are explained in the following subsections.

5.4.1 Experiment I: Varying Character n-gram Embeddings

To assess the effectiveness of different features for the embedding layer, we compare the n-gram
embedding performance and the number of epochs on the same dataset set. In this experiment,
the individual performance of n-gram embeddings with different n values is evaluated. We test
1,2, 3, 4, and 5 for n values based on their usage in the literature [[52,56]. For this purpose, we
create a development dataset, also known as a validation set, with 10 authors and 200 writing
samples per author. The authors in the development set are not used in any other experiment.
We collect the performance of the CNNs using 100 and 1,000 epochs. Since the number of
unique n-grams increases with higher values of n, we increase the number of epochs 1,000 to

avoid under-fitting.

5.4.2 Experiment II: Varying Number of Authors

We explore how our proposed architecture performs with an increasing number of authors. We
perform a set of performance evaluations with a different number of authors while keeping the

number of writing samples static. The number of writing samples per author (w) is 200. The
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number of authors (a) used in the experiments is 100, 200, 500, and 1,000. In this experiment,
we use the same sampling used in [56]. As expected, the results are similar to the reported
results in [57] and [56]. We also use 10-fold cross-validation on the experiments for each

author group. Hence, we evaluate 40 train-test splits in total.

5.4.3 Experiment III: Varying Number of Writing Samples

In this experiment, we investigated the impact of the number of writing samples on author
identification. We perform a set of performance evaluations with a varying number of writing
samples per author, where the number of authors is 50. The number of writing samples per
author used in the experiments was 50, 100, 200, and 500. We sample 10 different disjoint sets
of groups for each writing sample sizeﬂ We use 10-fold cross-validation on the experiments

for each author group. Hence, we evaluated 400 experiments in total.

5.4.4 Experiment IV: Impacts of Feature Map Merging Methods

In our final experiment, we study the impacts of different methods used in the merging layers.
There are two popular ways to merge the feature maps, namely add and concatenate operations.
We explore the impacts of the two methods under the same experimental setup for both varying
number of authors and a varying number of writing samples where (U) stand for the concate-
nation operation and (+) stands for the add operations. The rest of the experimental setup is the

same as described in section[5.4.2] and section [3.4.3]

5.5 Results
5.5.1 Baselines
We compared our proposed methods against the following baselines:

* k-signatures [56]: Uses features that include character and word n-grams. The features

used by a single author at least k% of the documents are selected as k-signatures. Also, a

"We contacted the authors of the previous work but unfortunately, they told us that they do not have the
sampling anymore.
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method called Flexible Patterns was utilized. Patterns in this method can match partially
and get a score based on closeness. Since a combination of k-signatures and Flexible
Patterns techniques yielded better results, the reported results are a combination of the

techniques.

* LSTM¢p4ro: Long Short- Term Memory (LSTM) [18] networks are widely used and
known for sequence-to-sequence tasks. There are also applications for Author Identi-
fication. We used character bigrams as an input to the LSTM network based on our

preliminary findings on our development set.

* CNNgparn [57]: All character n-grams are randomly initialized and then updated during
training. The other parameters of the networks such as filter weights are also updated
with Backpropagation. Here, we implement both the CNN¢p4-1 and CNN¢gp,4,2 methods

to compare with our proposed method.

* CNNypovstatic [28]]: All words are initialized with a pre-trained word vector from Word2 Vec.
During the training, word embeddings are kept static. The rest of the network parameters,

convolutional filters and fully connected layer weights, are updated.

* CNNyyoy [28]: Pre-trained vectors in CNNyy oy s1asic are updated during the training. The

pre-trained embeddings are trained on the Twitter dataset.

* CNNpysirert: All words are initialized with a pre-trained word vector trained with Fast-
Text. The network configuration is identical with CNNyy . The pre-trained embeddings

are trained on the Twitter dataset.

We implemented an ablation study of our proposed architecture where different word em-
bedding and character n-gram embedding methods are treated as individual input channels. The
embeddings in each channel are updated during the training phase. The individual channels are
merged with Concatenate (U) or Add (+) layers. The implementation information and detailed

explanation of these settings are listed as follows:
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* CNNw2v (+/u) Char1: The word embeddings and character unigram embeddings are treated
as an individual input channel. All words are initialized with a pre-trained word vector

from Word2 Vec.

* CNNw2v (+/u) Char2: The word embeddings and character bigram embeddings are treated
as an individual input channel. All words are initialized with a pre-trained word vector

from Word2 Vec.

* CNNrasiTeat (+/U) char1: The word embeddings and character unigram embeddings are
treated as an individual input channel. All words are initialized with a pre-trained word

vector from FastText.

* CNNrasiTeat (+/U) char2: The word embeddings and character bigram embeddings are
treated as an individual input channel. All words are initialized with a pre-trained word

vector from FastText.

5.5.2 Results of Experiment I: Varying Character n-gram Embeddings

Figure shows the performances of character n-grams on the development set. Figures
and [5.3] were trained for 100 and 1,000 epochs, respectively. Since no improvement observed
after 1,000 epochs for all n-grams we stopped the training at 1,000 epochs. For more practical
and efficient results we also provided the performance on 100 epochs. The figures illustrate
the accuracy of 10-fold crossover, the mean values are indicated by solid black lines, and the
individual precision values of each author are shown as dots with circles.

We performed an ANOVA and a Student’s t-test with p=0.05 on performance of character
n-gram embeddings to compare them. In Figure[5.2] the mean accuracies of 1-5 grams were
66.15%, 66.00%, 57.25%, 52.50%, and 49.65%, respectively. Based on the statistical tests,
we observed that there was no significant difference between 1-gram (unigram) and 2-gram
(bigram) embeddings. The performance of the n-grams when they are trained for 100 epochs
are as follows, 1 — gram = 2 — gram > 3 — gram > 4 — gram = 5 — gram. The mean
accuracies of 1-5 grams in Figure @ are 78.45%, 75.70%, 72.40%, 65.35%, and 55.45%,

respectively. Based on the statistical tests, the performance of the n-grams when they are trained
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for 1,000 epochs as follows, 1 — gram > 2 — gram > 3 — gram > 4 — gram > 5 — gram.
The performance gap becomes larger between character n-grams after increasing the number

of epochs.
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65% -
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()]
(0]
X
1

50% A

45% 7 ol

1-gram 2-gram 3-gram 4-gram 5-gram
N-gram embeddings

Figure 5.2: The box plot that illustrates the performances of character n-grams trained for
100 epochs on the development set. Precision is shown in the y axis. Five boxplots display
the results of the 1-5 gram methods, respectively. In each box, the square box indicates the
interquartile range from 25% to 75%; the black line inside the box represents the median value.
The individual precision values of authors from each method are shown as small dots with
circles in the same color as the boxplot.

5.5.3 Results of Experiment II: Varying Number of Authors

Table[5.1] shows the results of the approaches discussed in Section [5.4] with varying the number
of authors. In Table[5.1] the first column lists the algorithm used in the experiment, where the
baseline methods are listed above the double lines, and our proposed methods are listed below

the double lines. The rest of the columns list the accuracies of the algorithms with 100, 200,
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Figure 5.3: The box plot that illustrates the performance of character n-grams trained for 1,000
epochs on the development set. Five boxplots display the results of the 1-5 gram methods,
respectively. In each box, the square box indicates the interquartile range from 25% to 75%;
the black line inside the box represents the median value. The individual precision values of
authors from each method are shown as small dots with circles in the same color as the boxplot.

500, and 1000 authors, respectively. The number in bold marks the highest accuracy in each
column.

As expected, the accuracy was decreased as the number of authors was increased for all
the methods listed. Among the seven baseline methods, CNN g s¢7e,+ performed surprisingly
better than the others without needing character n-grams. While Word2Vec struggling with
Out-of-vocabulary (OOV) words, FastText can obtain vectors for unseen words by summing
up the vectors for character n-grams. This property of the FastText allows it to perform better
compared to the other single-channel baseline CNNs. Our tests confirmed that using character
n-grams performs better than the compared algorithms. CNNyy 9y, which does not use character

n-gram, performed worse than the CNNgy,,-2 on all cases. We were unable to reproduce the
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behavior of CNN¢y,4,-1 and CNN¢y,4,2 reported in [S7]]. The reported results show that Character
Unigrams perform better on 100 authors compared to Character Bigrams, with a small margin.
In our tests, Character Bigrams performed better on all cases.

Comparing with CNNyy 4y, the Multi-Channel architecture methods performed better with
adding the character n-grams channel. The best performer in terms of the word embeddings
pre-trained with Word2Vec was CNNyyay 1 chare, Which performed better than the state-of-
the-art results. The accuracies of the CNNyyoy 1 chare algorithms with 100, 200, 500, and 1000
authors are 52.67%, 50.53%, 43.79%, and 38.29%, respectively.

Similarly with Word2Vec, CNN pgst7ext + char2 Was the best performer for all authors’ sets
in Experiment II with FastText embeddings and the overall. The accuracies of the CNN gy si7ext + Char2
algorithms with 100, 200, 500, and 1000 authors were 55.20%, 53.14%, 46.90%, and 41.28%,
respectively. On average, CNN pusi7est + chare performed 10% better than the state-of-the-art
results with 100, 200, 500, and 1000 authors.

The ANOVA results showed that CNN g s¢7eqt + chare Significantly outperformed the best
state-of-art algorithm in all numbers of writing samples.

CNN pasiTest + chare Was compared to all the best of the state-of-the-art algorithms using
a Multivariate Analysis of Variance (MANOVA) with a Tukey post hoc comparison test. Table
[5.2] presents the Multivariate Analysis of Variance (MANOVA) results for the mean difference
between CNNpusi7eat + Char2 and CNNpgsrest, Which was the best of the state-of-the-art al-
gorithms. In Table [5.2] the confidence intervals were adjusted by Tukey’s honestly significant
difference test. The MANOVA results showed that CNN gy si7rert + crhare Significantly outper-

formed the best state-of-art algorithm in all numbers of writing samples.

5.5.4 Results of Experiment III: Varying Number of Writing Samples

Table shows the results of the methods discussed in Section for 50, 100, 200, and
500 writing samples per author. In Table [5.3] the first column lists the algorithm used in the
experiment, where the baseline methods are listed above the double lines, and the proposed

methods in this dissertation are listed below the double lines. The rest of the columns list the
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Table 5.1: Performance of the algorithms with varying number of authors.

Authors
Algorithms
100 200 500 1000

CNNghar1 [57] 49.24% 47.68% 41.37% 35.60%
CNNghar2 [57] 49.96% 48.84% 42.92% 37.55%
k-signatures [56] 42.50% 41.10% 35.50% 30.30%
LSTMchar2 33.80% 33.50% 29.80% 24.80%
CNNwav static 24.10% 20.80% 16.10% 12.70%
CNNyyay 47.21% 45.52% 39.85% 34.73%
CNN pastrext 51.83% 50.25% 44.18% 38.74%
CNNwav U Chart 50.42% 48.12% 42.44% 37.48%
CNNwav + Chart 52.44% 49.74% 43.53% 37.71%
CNNwav U Char2 48.95% 47.06% 41.76% 36.57%
CNNwav + Char2 52.67% 50.53% 43.79% 38.29%
CNNFpastTert U Charl 52.62% 51.36% 46.17% 40.61%
CNN pastTest + Charl 52.55% 50.89% 45.42% 40.25%
CNN pustTert U Char2 54.23% 52.23% 46.62% 40.84%
CNNpystTest + Char2 55.20% 53.14% 46.90 % 41.28%

Table 5.2: Comparison of CNN pysi7ezt + char2 10 CNN pogirest fOr the different number of writ-
ing samples.

95% (I for Difference

Author Mean Std. Error F Sig. Lower Upper

Difference Bound Bound
100 0.034 0.0040 57.17 < 0.001 0.0243 0.0430
200 0.029 0.0030 68.67 < 0.001 0.0216 0.0363
500 0.027 0.0020 140.92 < 0.001 0.0224 0.0320
1000 0.025 0.0008 926.68 < 0.001 0.0236 0.0271

accuracy of the algorithms with 50, 100, 200, and 500 writing samples per author, respectively.

The results marked in bold are the highest accuracy in each column.
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As seen in Table the accuracy values increase with the increasing number of writing
samples for all methods. Among the baseline methods, CNN g s7e.¢ performed surprisingly
better than the others without needing character n-grams. The reported results in [57] showed
that Character Bigrams performed better only on 500 writing samples compared to Character
Unigrams. However, in our tests, Character Bigrams perform better on 50 and 100 writing
samples, which suggests that character unigrams performed better with larger writing samples.

Our tests verified that using character n-grams perform better than the benchmark algo-
rithms. CNNyy oy, without the use of character n-gram performed worse than the CNN ¢y, for
all cases. After adding character n-grams channel, CNNy 2y 1 cnare performed better than the
CNNyyoy. The best performer in terms of the word embeddings pre-trained with Word2Vec is
CNNwav + chare, Which performed better than the state-of-the-art algorithms. The accuracies
of the CNNyy 2y 1 chare algorithms with 50, 100, 200, and 500 writing samples are 54.91%,
61.52%, 67.11%,and 72.88%, respectively. From Table[5.3] we can see that CNNyyoy 1 chare
performs the best among all methods with 50 writing samples.

Furthermore, we observed the same behavior with character n-grams, which improved
the accuracy in every combination. Similarly with Word2Vec, CNN gy si7ert + Chare Was the
best performer in all experiments with FastText embeddings. On average, CNN pysirert + Char2
performed 5% better than the state-of-the-art results with 50, 100, 200, and 500 writing samples
per author. The accuracies of the CNNgusi7ext + chare algorithms with 50, 100, 200, and 500
writing samples were 54.36%, 62.17%, 68.34%, and 74.50%, respectively. The improvement in
accuracy was less than the improvements observed in the experiment with varying the number

of authors.

5.5.5 Result of Experiment I'V: Impacts of Feature Map Merging Methods

Table shows the comparison of different merging methods with varying the number of au-
thors. The add operation performed better in all experiments except one (Table@ CNNFpysiTest U Charl)
with small margins. The accuracy of the CNN gy s¢7ext U char1 @lgorithm with 100, 200, 500, and

1000 authors is 52.62%, 51.36%, 46.17%, and 40.61%, whereas the accuracy of CNN pyst7ert + Chart
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algorithm with 100, 200, 500, and 1000 authors is 52.55%, 50.89%, 45.42%, and 40.25%, re-
spectively.

Similarly, Table[S.3|shows the comparison of different merging methods with varying the
number of writing samples. The add operation performed better in all experiments with varying
the number of writing samples except one (Table[5.3] CNN py1eat U char1 With small margins.
The accuracy of CNN pysirert U char1 algorithm with 500 writing samples is 72.96%, whereas
the accuracy of CNN pusi7ewt + char1 @lgorithm with 500 writing samples is 72.89%.

From both Tables[5.Tand [5.3] we can see that the best performer in each experiment uses
the add operation in the merge layer. In a general case for authorship attribution on micro-
messages, the recommended merge operation is the add operation instead of the concatenation
operation for our proposed Multi-Channel CNN architecture based on these experimental re-
sults.

Table 5.3: Performance of the algorithms with varying number of writing samples.

Writing Samples

Algorithms
50 100 200 500

CNNgpar1 [57] 51.40% 58.20% 64.07% 70.30%
CNNcpar2 [57] 51.56% 58.25% 63.59% 69.80%
CNNwav static 36.60% 41.70% 46.00% 50.90%
CNNyov 49.14% 56.68% 62.96% 69.70%
CNN pustrest 51.46% 59.14% 65.61% 72.46%
CNNwav U Charl 52.86% 60.10% 65.85% 71.89%
CNNwav + chart 53.71% 60.55% 66.12% 72.30%
CNNwav U char2 52.68% 60.12% 65.87% 71.86%
CNNwav + char2 54.91% 61.52% 67.11% 72.88%
CNN pustTert U Charl 51.94% 59.83% 66.14% 72.96%
CNNpastTest + Charl 53.28% 60.56% 66.64% 72.89%
CNN pastTest U Char2 52.04% 60.58% 67.28% 73.87%
CNNpystTest + Char? 54.36% 62.17% 68.34% 74.50%
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CNN pustTest + chare Was compared to all the best of the state-of-the-art algorithms using a
Multivariate Analysis of Variance (MANOVA) with a Tukey Post Hoc comparison test. Table
[5.4] presents the MANOVA results for the mean difference between CNN pysireat + Chare and
CNN pusirests which was the best of the state-of-the-art algorithms. In Table the confidence
intervals were adjusted by Tukey’s honestly significant difference test. The MANOVA results
showed that although CNN gy s 7ezt + crare had higher mean accuracies, the differences between

these two methods were not statistically significant.

Table 5.4: Comparison of CNN pysi7ert + Char2 10 CNN pogirest fOr the different number of writ-
ing samples.

95% Cl for Difference

A\ Mean Std. Error F Sig. Lower Upper

Difference Bound Bound
50 0.029 0.0225 1.304 0.699 -0.03487 0.0928
100 0.030 0.0207 1.943 0.590 -0.02842 0.0889
200 0.027 0.0190 2.567 0.606 -0.02662 0.0813
500 0.020 0.0174 2.879 0.767 -0.02901 0.0698

5.6 Summary

In this chapter, we presented a Multi-Channel CNN approach that can be applied to identify the
authors of micro-messages. We compared the performance of state-of-the-art CNNs that use
character n-gram embeddings with the proposed CNNs that use a Multi-Channel architecture.
The computational experiments showed that using Multi-Channel CNNs with pre-trained word
embeddings performed better compared to the CNNs that use character n-gram embeddings on
the Twitter dataset. Also, we showed that using the Add operation instead of the Concatenation

operation in the merge layer increased the performance of the system on all of the cases but one

(CNNFastTeact U Charl)-
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Chapter 6

AARef: Exploiting Authorship Identifiers of Micro-Messages with Refinement Blocks

With the rise of web-based social networking, a great many short texts/micro-messages are
exchanged daily. Although short texts/micro-messages are a powerful and efficient way to
communicate among individuals, their anonymity and short-length attributes give rise to a real
challenge for Author Identification studies. Here, we handle the Author Identification of short
texts problem via Convolutional Neural Networks (CNNs). Specifically, we present a novel
Multi-Channel CNN architecture that processes different features of text via word, character,
and parts of speech (POS) embeddings. We examine the usefulness of different feature types
and show that the combination of embeddings can capture different stylometric features. In
addition, we add an identity mapping block in the convolutional layer to preserve the largest
amount of information from features. Extensive experiments with a variety number of authors
and writing samples per author were conducted using our proposed architecture. Based on the
experiments, our proposed method outperforms the state-of-the-art system on a large Twitter

dataset.

6.1 Introduction

Author Identification [60]], also referred to as Authorship Attribution, is the task of capturing the
stylistic information in a collection of writing samples and identifying the authors of unknown
texts based on the captured information [43]. Author Identification research has substantially
developed for the last decade with a focus on long texts [52,63]]. Recently, there is a growing
interest in identifying authors of micro-messages due to the development of social media plat-

forms and the emergence of social media as the primary mode of communication [52]. The
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increase in micro-message traffic has attracted attention in many fields such as email author
identification [44]], blog author identification [48]], and web message author identification [45]].

The task of identifying authors of micro-messages has been shown to be more difficult
than Author Identification using long texts [36]. Social media platforms, such as Twitter [S6],
limit the number of characters for each tweet (micro-message). Furthermore, many tweets are
not as formal as book chapters or documents, and may lack the syntax of natural languages
and contexts and may contain many typos and syntax errors. Here, we attempt to tackle these
problems via a novel Multi-Channel CNN architecture.

The stylometric properties of a text can be captured by different feature sets [52]. There-
fore we combine word embeddings, character embeddings, and part of speech embeddings
within one CNN architecture to form a Multi-Channel CNN architecture, namely AARef.
These embeddings can be considered as individual information channels for a CNN. We also
add a novel multi-branch convolution block with identity mapping in the convolutional layer.
The identity mapping links the layers in the network and provides an alternative path to pre-
serve the gradient. This skip connection ensures that the initial information can be captured
and passed to the next layer. We compare AARef with the best performing state-of-art methods
within the literature [2] as well as several popular authorship attribution methods for micro-
messages [56,63]. Our preliminary results of AARef using shared convolutional filters and
skip connections for all embeddings outperform the state-of-the-art methods [2].

We have designed a number of experiments with a varying number of authors (from 100 to
1,000) as well as a varying number of writing samples (from 50 to 500) per author. Each tweet
was treated as one writing sample in the experiments. We showed that each tweet could be suc-
cessfully identified using our proposed Multi-Channel CNN architecture. Comparing with the
state-of-art baselines, our model achieved a minimum of 3.81% improvement in classification

accuracy on the Twitter dataset.

6.2 Method

In this section, we present the details of AARef.
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Figure 6.1: AARef architecture diagram. The writing samples are tokenized and fed to embed-
dings. Word embeddings, character bigram embeddings and POS embeddings are illustrated in
the figure. The embeddings are then forwarded to convolutional layers with different window
sizes. After convolution, max-over-time pooling is used in pooling layer, followed by the merge
layer, which combines the features by the Add(+) operation, then feed into a fully connected
layer with a softmax output.
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6.2.1 Model Construction

In light of the above discussion, we devised an AARef architecture utilizing word embeddings,
character n-gram embeddings, and POS embeddings. The Multi-Channel convolutional net-

work architecture is shown in Figure and the details of the proposed model are as follows.

6.2.1.1 Embedding Layer

There are three embeddings used in parallel in our proposed network. For the word and charac-
ter embeddings, the input text samples are tokenized and fed into each embedding separately.
For the POS embedding, the input text is first tagged via TweetNLP Tagger [46]]. After writing
samples are converted into POS, they are tokenized and fed into POS embedding. All three
embeddings are used as separate channels as shown in Figure [6.1] These feature embeddings
are padded when necessary to have a constant size. Dropout is applied to the embeddings to
avoid over-fitting. After dropout, the embeddings (inputs) are given to the convolutional layers

with different window sizes in parallel.

6.2.1.2 Convolutional Layer

The three embedding channels are then separately forwarded to the convolutional layers with
different window sizes. Figure shows a detailed illustration of the multi branch convolu-
tional refinement blocks. The convolutional blocks apply different sized filters to the input,
feature embeddings in our case, and shift the filter until the end of the sequence. The window
size of the convolution operation corresponds to the size of the filter that is applied to the in-
put each time. Regarding the filters, two sets of filters are used with window sizes 3 and 4
separately.

For the convolutional branch with filter sizes 3 and 4, we used the Scaled Exponential
Linear Unit (SELU) activation function [30] because of its self-normalizing properties. The

convolutional layer can be represented as follows:
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x, ifx>0
f(x) =A (6.1)

ae® —a, ifz <0

where z is the output of the convolutional filters, and A and « are pre-defined constants.

In addition to the convolution with window sizes 3 and 4, we added an identity mapping
block on the left marked in a light gray color block. The features were upscaled to 500 first,
then followed by two L x 3 convolution operations with a batch normalization operation. An
identity connection was added to the two convolution operations as shown in Figure[6.2) marked
by a gray box. Given the output of the upscale layer, L, denoted as X, and the output of the

identity block is X 1, the identity mapping block is represented by the following equation:

Xpp = f(Xp) + X (6.2)

This identity connection ensures that the information from the previous layer is not altered
and can flow unimpeded to the next layer in the network.
For the convolutional layer identity mapping branch, we used a Leaky ReLLU activation

function [38]]. The convolutional layer can be represented as follows:

x, ifx >0
f(x) = (6.3)
0.01z, ifxz <0

where z is the output of the convolutional filters.
Since we used character embedding, word embedding, and part of speech embedding as

individual input channels, each channel has an output, a feature map of size 1, 536(= 512 x 3).

6.2.1.3 Pooling Layer

Convolutional layers are followed by max-over-time pooling [9], which takes the feature with
the maximum value in a given filter. For the feature matrix output = by the convolutional layer,

the max-over-time pooling operation outputs & as follows:

56



T

Pooling Layer

Lx3
conv.

Identity ! Lx3 L4
Mapping Lx3 conv. conv.

conv.

Lx1
conv.

Previous Layer

T

Figure 6.2: The detailed illustration of the multi branch convolution blocks.

[i;]i:max[:v}” i=1,... M (6.4)

where ¢ is the position in the sentence, ¢ is the convolutional filter applied, and M is the number
of the filters for each window size as shown in Figure [6.1]

In this way, we make the network keep the most salient features produced by convolutional
layers. Thus, the number of selected values with max-over-time pooling is equal to the number

of filters in the architecture per feature embedding.

6.2.1.4 Merge Layer

The resulting features are merged into a single feature map using add (+) operations in the

merge layer as as shown in Figure[6.1} The add operation uses pairwise add operations between
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feature vectors. The operation can be represented as follows:

Tim=01n+bin+cin (6.5)

where x; , is the output of the merge layer. a;_,, b1, and c;_,, represent the output of the last

layer.

6.2.1.5 Fully Connected Layer with Softmax Output

After the merge layer, the last step is to feed the feature maps into the fully connected layer,
followed by the softmax function for the classification. The softmax function, which is shown
in equation[6.6] takes exponents of each element z; from the input feature map « and normalizes

them by dividing by the sum of all the exponentials. The equation is as follows:

T

e
Ele et

where £ is the total number of inputs. The softmax function scores the authors based on the

S(a;) = (6.6)

closeness of the feature map to the class of an author. The network predicts the author of the

writing samples with the highest score.

6.2.2 Hyper-parameters

Hyper-parameters were selected using grid search [7]. The dimension of the embeddings used
was d = 400. The dropout was 25%. For the convolutional layer, there were 512 filters per
window size, M = 512, which makes a total of 1,536 filters. Hence, only one feature was
selected per filter. We use a batch size of 64 for the experiment. The epoch limit was 100 with
an early stopping condition. Early stopping was based on validation accuracy improvement and
stops after 20 epochs without an improvement. The learning rate updated during the training

by the Adam optimizer [29]]. The initial learning rate was le — 4.
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6.3 Experiments

In this section, we present our experiments and datasets in detail.

The parameters used in the experiments were the number of authors and the number of
writing samples per author. One of these parameters was changed one at a time to investigate
the effect of the given parameter on the performance of the system.

We used a preprocessing method similar to [S6] in all datasets. We replaced the numbers,
username references, date, time, and website URLs with pre-defined meta tags. As we need as
much information as we can get from the tweets, we did not convert the text into lowercase to
keep the case information.

Our experimental settings are summarized in the following.

6.3.1 Experiment I: Varying the Number of Authors

We explored how our proposed architecture performs with an increasing number of authors. We
performed a set of performance evaluations with a different number of authors while keeping
the number of writing samples constant. The number of writing samples per author (w) was
200. The number of authors (a) was used in experiments was 100, 200, 500, and 1,000. In this
experiment, we used the same sampling used in [56]]. We used 10-fold cross-validation on the

experiments for each author group. Hence, we evaluated 40 train-test splits in total.

6.3.2 Experiment II: Varying the Number of Writing Samples

In this experiment, we investigated the impact of a different number of writing samples for
author identification. We performed a set of performance evaluations with a varying number of
writing samples per author where the number of authors was held to 50. The number of writing
samples per author used in experiments was 50, 100, 200, and 500. We sampled 10 different
disjoint sets of groups for each writing sample size. We used 10-fold cross-validation on the

experiments for each author group. Hence, we evaluated 400 experiments in total.
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6.4 Results

In addition to the baselines described in Chapter 5, we compared our proposed method with the

following baselines:

* Rocha et al. [52]]: Character 4-grams, word 1-5 n-grams, and POS 1-5 n-grams are ex-

6.4.1

tracted from the writing samples. The features only seen once in the dataset, hapax
legomena, are removed to reduce the noise. Then, the extracted features are fed to the

PMSVM for the classification.

Thedphilo et al. [63]: The CNN architecture uses character 4-grams as input. The layers
used in the architecture are dynamic k-max-pooling [24]] to capture the most important
features in each layer and uses a technique called folding [24] that applies an element-
wise sum operation for every two rows. The same hyper-parameters that were used as in
Theophilo et al. [63]] were used herein. The only difference in terms of hyper-parameters
was the number of epochs. The number of epochs was increased to 100 epochs instead
of 10 epochs. This change was necessary for fairness since the benchmark algorithms
were allowed to go as high as 100 epochs. The best performing model in the validation

set was selected and evaluated on the test set.

CNNyy ¢ : The architecture was discussed in Chapter 5. Word embeddings are initialized
with pre-trained FastText embeddings and character bigrams are randomly initialized.
Convolutional filters are shared with the embeddings. The embeddings and network

parameters updated with backpropagation.

Results of Experiment I: Varying the Number of Authors

Table [6.1] shows the results of approaches discussed in Section [6.3| with varying the number of

authors. In Table the first column lists the algorithm used in the experiment, where the

baseline methods are listed above the double lines and our proposed method is listed below

the double lines. The rest of the columns list the accuracies of the algorithms with 100, 200,
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500, and 1,000 authors, respectively. The number in bold marks the highest accuracy in each
column.

The accuracies of the algorithm decreased with an increasing number of authors for all
algorithms. CNNyy - was the best performer among the baseline methods. CNN g s47e,+ OUt-
performed the other baseline methods without using character-level information. CNN g, g177¢2
was followed by CNN 442 Which uses Character Bigrams.

The proposed method, AARef, was the best performer for all authors sets in Experiment
I. The accuracies of the AARef algorithm with 100, 200, 500, and 1,000 authors were 57.18%,
55.31%, 47.99%, and 42.83%, respectively. On average, AARef performed better than the
state-of-the-art results for all number of authors.

Table 6.1: Performance of the algorithms with varying the number of authors.

Authors
Algorithms
100 200 500 1,000

CNNghar1 [57] 49.24% 47.68% 41.37% 35.60%
CNNcpare [57] 49.96% 48.84% 42.92% 37.55%
CNNyyoy 47.21% 45.52% 39.85% 34.73%
CNNFpastTent 51.83% 50.25% 44.18% 38.74%
CNNw ¢ (2] 55.20% 53.14% 46.90% 41.28%
Rocha et al. [|52] 43.99% 42.32% 36.63% 31.61%
Theophilo et al. [63]] 30.99% 31.44% 29.88% 27.76%
k-signatures [56] 42.50% 41.10% 35.50% 30.30%
LSTMchare 33.80% 33.50% 29.80% 24.80%
AARef 57.18%*** 55.31%*** 47.99% *** 42.83%

Asterisks denotes statistical significance of difference using MANOVA with p-values < 0.001 (***).

The proposed AARef method was compared to the baseline methods CNNyy ¢, Thedphilo
et al. [[63]], Rocha et al. [[52]] using a MANOVA. The results showed that the mean accuracies of

the AARef method were statistically different than the baseline methods with /' = 1677.972,
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F = 1867.684, F = 3212.107, I’ = 7411.100 for 100, 200, 500, and 1000 authors, respec-
tively (p-values < 0.001 in all cases). The mean differences among the methods were further
compared using Tukey’s post hoc multiple comparison tests. The results of Tukey’s post hoc
multiple comparison tests were given in Table only for the comparisons of the AARef to
the baseline methods for the brevity of results. The Tukey’s post hoc tests showed that the

proposed AARef method outperformed all the baseline methods.

Table 6.2: Comparison of AARef to CNNy, ¢, Thedphilo et al. [[63]], Rocha et al. [52] on the
different number of authors using a Multivariate Analysis of Variance with a Turkey’s Post hoc
multiple comparison tests.

95% Cl for Difference

Author  Algorithm Mean Std. Sig. Lower Upper
Differ- Error Bound Bound
ence

100 CNNy ¢ 0.020 0.00416 0 0.008 0.0315
100 Thedphilo et al. [63] 0.262 0.00416 0 0.250 0.2736
100 Rocha et al. [52] 0.131 0.00427 0 0.119 0.1429
200 CNNwy ¢ 0.022 0.00359 0 0.012 0.0317
200 Thedphilo et al. [63] 0.239 0.00359 0 0.229 0.2487
200 Rocha et al. [52] 0.131 0.00369 0 0.120 0.1409
500 CNNwy ¢ 0.011 0.00216 0 0.005 0.0169
500 Theophilo et al. [[63].  0.181 0.00216 0 0.175 0.1871
500 Rocha et al. [52] 0.114 0.00221 0 0.108 0.1205
1000 CNNwy ¢ 0.014 0.00119 0 0.011 0.0176
1000 Theophilo et al. [[63].  0.149 0.00119 0 0.146 0.1528
1000 Rocha et al. [52] 0.111 0.00130 0 0.108 0.1147

6.4.2 Results of Experiment II: Varying the Number of Writing Samples

Table |6.3| shows the results of the algorithms discussed in Section |6.3| with varying the number
of writing samples per author. In Table the first column lists the algorithm used in the

experiment, where the baseline methods are listed above the double lines and our proposed
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method is listed below the double lines. The rest of the columns list the accuracies of the
algorithms with 50, 100, 200, and 500 writing samples per author, respectively. The number in
bold marks the highest accuracy in each column.

As expected, accuracies increased as the number of writing samples increases for all the
methods listed. Among the baseline methods, CNNy,~ performed better than others. The
performances of CNN gysirerts CNNepar1, and CNNepq2 were very close. One can see that
CNN positest Scaled better since CNN g7 Was clearly better than CNN g1, and CNNep 0.

The proposed method, AARef, was the best performer for all writing samples per author in
Experiment II. The accuracies of the AARef algorithm with 50, 100, 200, and 500 writing sam-
ples per author are 56.10%, 63.51%, 70.05%, and 76.04%, respectively. On average, AARef
performed better than the state-of-the-art results with 50, 100, 200, and 500 writing samples per
author. It was noted that AARef had a smaller footprint compared to Rocha et al. [52], where
the frequencies of each character 4-grams, word 1-5 n-grams, and POS 1-5 n-grams were used

as inputs.

Table 6.3: Performances of the algorithms with varying number of writing samples.

Writing Samples
Algorithms
50 100 200 500

CNNchart [57] 51.40% 58.20% 64.07% 70.30%
CNNchara [57] 51.56% 58.25% 63.59% 69.80%
CNNyyay 49.14% 56.68% 62.96% 69.70%
CNNpystTent 51.46% 59.14% 65.61% 72.46%
CNNw ¢ [2] 54.36% 62.17% 68.34% 74.50%
Rocha et al. [52] 42.88% 49.90% 57.43% 66.71%
Thedphilo et al. [63] 30.20% 38.32% 45.53% 56.00%
AARef 56.10% *** 63.51% 70.05% *** 76.04 % ***

Asterisks denotes statistical significance of difference using MANOVA with p-values < 0.001 (***).

The proposed AARef method was also compared to the baseline methods CNNy; ¢, The6philo

et al. [[63]], Rocha et al. [52]] using a Multivariate Analysis of Variance (MANOVA). The results
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showed that the mean accuracies of the compared methods were statistically different than the
baseline methods with F' = 98.47, I’ = 109.15, F' = 140.56, F' = 117.69 for 50, 100, 200,
and 500 authors, respectively (p-values < 0.001 in all cases). However, the Tukey’s post hoc
multiple comparison tests showed that there was no statistical difference between the mean
accuracies of the CNNy, - and AARef methods as shown in Table [6.4] although the AARef
method had higher level of mean accuracies. The AARef method outperformed the other the
baseline methods.

Table 6.4: Comparison of AARef to CNNy, ¢, Thedphilo et al. [[63]], Rocha et al. [52] on the
different number of authors using a Multivariate Analysis of Variance with a Turkey’s Post hoc
multiple comparison tests.

95% Cl for Difference

Author  Algorithm Mean Std. Sig. Lower Upper
Differ- Error Bound Bound
ence

50 CNNy ¢ 0.017 0.017 0.74 -0.029 0.063
50 Thedphilo et al. [63] 0.259 0.017 0.00 0.213 0.305
50 Rocha et al. [52] 0.132 0.017 0.00 0.086 0.178
100 CNNy ¢ 0.013 0.016 0.83 -0.030 0.057
100 Thedphilo et al. [|63]] 0.252 0.016 0.00 0.209 0.295
100 Rocha et al. [52] 0.136 0.016 0.00 0.093 0.179
200 CNNy ¢ 0.017 0.014 0.59 -0.0193 0.054
200 Theophilo et al. [|63]] 0.245 0.014 0.00 0.209 0.282
200 Rocha et al. [52] 0.126 0.014 0.00 0.090 0.163
500 CNNy ¢ 0.015 0.012 0.58 -0.017 0.048
500 Theophilo et al. [|63]] 0.200 0.012 0.00 0.168 0.233
500 Rocha et al. [52] 0.093 0.012 0.00 0.061 0.125

6.5 Summary

We proposed a Multi-Channel CNN approach that takes advantage of multi-branch refine-

ment convolution blocks. The architecture of proposed block includes different convolution
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branches with identity mapping. The skipped connection in the identity mapping block helps
the model capture salient information and passes the information on to the rest of the network.
We compared the performance of AARef with state-of-the-art CNNs that use a Multi-Channel
architecture. The results of the experiments show that the AARef performs better than the

state-of-the-art CNNs on the Twitter dataset.
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Chapter 7

Evaluating the Robustness of Machine Learning Methods

This chapter aims to evaluate the robustness of our proposed methods on a real-world dataset:
Reddit dataset. The dataset was collected from the Reddit social media platform, which con-
sists of 331 million posts from 811,930 unique authors. A number of filtering techniques are
applied to the posts and authors to create a more focused dataset for our experiments, resulting
in a micro-message dataset with only English content. Specifically, we excluded posts with
unusually high or low character counts in order to avoid unidentifiable texts and ensure that the

remaining writing samples were representative of the broader population of micro-messages.

7.1 Dataset Collection & Filtering

Several prepossessing and selection criteria were carefully designed and implemented to en-
sure the representative and reliability of our dataset. We imposed a maximum limit of 512
characters per post and excluded posts with fewer than 32 characters to ensure that the posts
were sufficiently lengthy and distinctive for analysis. We also only included authors with a
minimum of 100 and a maximum of 1,000 writing samples in our dataset. This was done to
exclude authors who may not have produced enough writing to be representative, as well as to
eliminate potentially automated accounts.

Our dataset collection was conducted over the course of one year, from January 2019 to
January 2020, and the final dataset consisted of 331 million documents from 811,930 unique
authors, with a raw size of 47 GB. We applied Near-Duplicate filtering and English content

filtering to the dataset, as well as filtered and replaced self-identifying and noisy information
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with special tokens. Reddit usernames were replaced with the same special token to avoid
authorship leakage, and subreddits were replaced with subreddit special tokens to standardize
the content among users.

We also applied filtering steps similar to those outlined in Section for the Twitter
dataset to reduce noise from URLSs, numbers, and date-time information. These filtering steps
can reduce the content length in terms of characters, which is why we removed posts with less
than 32 characters to enforce the minimum character limit. This also resulted in the removal
of some authors who had fewer than the minimum number of posts. In addition, we removed
authors with less than 1,000 writing samples from the dataset.

These careful curation and selection steps allowed us to create a high-quality dataset
for our experiments. The number of posts applied in the dataset after the filtering steps was
114,736,827. It was further reduced by limiting the maximum number of writing samples per
author to 2,000. This limit was introduced to reduce the number of authors with low-quality
posts and to eliminate automated accounts from the dataset. After removing authors with more
than 2,000 posts, the total number of posts was reduced to 69,280,354, and the number of
unique authors was reduced to 50,734.

The character count histogram of the final dataset is shown in Figure The character
count distribution in Figure supports the claim of users’ tendency to write micro-messages
rather than longer messages. To further verify this statement, we illustrated the character
count histogram to the raw Reddit dataset before applying preprocessing steps. The charac-
ter count histogram of the raw Reddit dataset is shown in Figure The raw Reddit dataset
histogram shows a larger number of writing samples with fewer characters, similar to the pro-
cessed dataset.

The histogram in Figure shows the distribution of the number of posts per author in
a one-year period from January 2019 to January 2020. Since we collected posts for one year
period, limiting the number of writing samples to 2,000 per year equals 5.45 posts per day. This
suggests that posting more than five comments per day is a demanding task that may lead to
low-quality or automated content. The authors that have more than 2,000 posts in the one-year

period were excluded from the dataset.
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Figure 7.1: Character frequency histogram of Reddit dataset before applying preprocessing
pipeline. The character counts are counted in buckets from 32 to 512. The character counts
are grouped into 40 equally distributed ranges. Therefore, each bar represents the frequency of
character counts within the range of twelve character count values.
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Figure 7.2: Character frequency histogram of Reddit dataset after preprocessing. The character
counts are counted in buckets from 32 to 512. The character counts are grouped into 40 equally
distributed ranges. Therefore, each bar represents the frequency of character counts within the
range of twelve character count values.
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Figure 7.3: Histogram of the number of posts per author on Reddit dataset. The post counts
are counted in buckets from 1,000 to 2,000. The number of posts are grouped into 40 equally
distributed ranges. Therefore, each bar represents the frequency of character counts within the
range of 25 posts. The frequency denotes the frequency of authors that posted a given number

of posts.
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7.1.1 Near-Duplicate Filtering

The near-duplicate documents are highly similar to one another and can be identified by their
characteristic features, such as the inclusion of lengthy quotations with minimal original con-
tent. Including near-duplicate documents doesn’t have enough stylistic information can intro-
duce noise to performance evaluation metrics and the trained model. For example, authors
that quote from the same book with different adjectives is very limited information for author
identification systems. Also, such documents are prone to memorizing the training data. For
this purpose, we filtered the near-duplicate writing samples from the dataset. However, de-
tecting such documents in a large dataset presents a significant challenge, as the complexity of
comparing each document pair scales quadratically with the number of samples. As a result,
it is impractical to perform such comparisons using traditional methods. Therefore, we used a
combination of two techniques used in the literature [34]] to deduplicate the dataset.

The two techniques, suffix arrays and substring matching, are employed to identify du-
plicate content and filter the document in our dataset. As shown in Table and the
duplicate content is highlighted with a yellow background. It should be noted that the duplicate
substrings may come from different writing samples, but we have chosen to present examples
of highly overlapping samples. For instance, the first two rows in Table show a quote with
only a small amount of unique content from the second author. Therefore, these two documents
are highly similar, with the second post having particularly little unique content. To quantify
this, we calculated the percentage of unique tokens in each writing sample and removed sam-
ples with a percentage below our predefined threshold of 70% from the dataset. This approach
is great at detecting automated posts that follow similar patterns in their posts. For example,
the posts demonstrated on the third to last rows of Table capture the patterns of automated
bad language detectors and in-game property exchange accounts. The detailed process of the

suffix arrays and substring matching are as follows:

70



Username

Content

AcuteGryphon655

No I pointed out that cops stopping speeders is important because
speeding is dangerous, so we shouldn’t stop them from doing that. In
fact, if anything, you’re just trying to strawman me from saying,
’stopping speeders is more important than you seem to accept,”’ to, ’his
choice of wording is misleading for half of a sentence and therefore
incorrect.”

trameyes

No I pointed out that cops stopping speeders is important because
speeding is dangerous, so we shouldn’t stop them from doing that
Great, but nobody said that we should... >In fact, if anything, you’re
just trying to strawman me from saying, “’stopping speeders is more
important than you seem to accept,” to, "his choice of wording is
misleading for half of a sentence and therefore incorrect.”

Aylaviere

You have given **Pagoda Gate** to User ***aurorium**’. Click the
button below to continue.

Aylaviere

You have given **Valentines Bruce Plushie®** to User
#*purpletamaninja**’. Click the button below to continue.

Aylaviere

You have given **Starry Chomby Plushie** to User ***ikiracake**’.
Click the button below to continue.

profanitycounter

UH OH! Someone has been using stinky language and u/ya_boi_daelon
decided to check u/profanitycounter’s bad word usage.

I have gone back one thousand posts and comments and reviewed their
language usage.

profanitycounter

UH OH! Someone has been using stinky language and u/Bananplyte
decided to check u/Bananplyte’s bad word usage.

I have gone back one thousand posts and comments and reviewed their
language usage.

princesscatnip

IGN: Luna
Deposited: “sBold” Drowzee — F — Level 8 — Poke Ball
Requesting: Vaporeon

princesscatnip

IGN: Luna
Deposited: “sTimid” Drowzee — F — Level 8 — Poke Ball
Requesting: Lugia

Table 7.1: Detected near-duplicate documents I. The portion of the writing sample that was
used more than once is highlighted with the yellow background.

7.1.1.1 Suffix Arrays

Comparing the parts of the documents with each other is impractical, as outlined before. It is

computationally restrictive since the naive approach scales quadratically with the number of

samples. For this purpose, we construct the suffix array of the entire dataset concatenated to a

71




Username

Content

professorbooty25

I’d argue that it’s far better to spend the day feeling a big chocolate log
brewing in your colon, slithering it’s way into the launch chamber.
You hold of going all day until you get home where you’ve been
keeping Cleveland hostage for the last few hours.

Then you finally the feeling of King Kong’s finger sliding through you
starfish and that satisfying plonk as fatboy drops into hiroshitma.

TempyMc101

I’d argue that it’s far better to spend the day feeling a big chocolate log
brewing in your colon, slithering it’s way into the launch chamber.
You hold of going all day until you get home where you’ve been
keeping Cleveland hostage for the last few hours.

Then you finally the feeling of King Kong’s finger sliding through you
starfish and that satisfying *plonk* as fatboy drops into hiroshitma.

Notaroboticfish

> Article 25.

>(1) Everyone has the right to a standard of living adequate for the
health and well-being of himself and of his family, **including food,
clothing, housing and medical care** and necessary social services,
and the right to security in the event of unemployment, sickness,
disability, widowhood, old age or other lack of livelihood in
circumstances beyond his control.

TheHess

Universal Declaration of Human Rights, Article 25:

> Everyone has the right to a standard of living adequate for the health
and well-being of himself and of his family, including food, clothing,
housing and medical care and necessary social services, and the right
to security in the event of unemployment, sickness, disability,
widowhood, old age or other lack of livelihood in circumstances
beyond his control.

crowdsourced

> Atrticle 25 of the United Nations’ 1948 Universal Declaration of
Human Rights states that ””Everyone has the right to a standard of
living adequate for the health and well-being of himself and of his
family, including food, clothing, housing and medical care and
necessary social services.”

Table 7.2: Detected near-duplicate documents II. The portion of the writing sample that was
used more than once is highlighted with the yellow background.

single sequence. Formally suffix array is computed with:

SA(D) = arg_sort(suffix(¢(D))) (7.1)

where ¢ denotes the flattening operation of a dataset to generate a single sequence of con-

catenated all writing samples. The suffix operation generates all the suffixes from the input.

Finally, arg_sort sorts the elements within the array based on their lexicographical order and
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returns the indexes of the ordered list. For example, for input “message” the suffix function

produces following output:

suffix(”message”) = {”message”, “essage”, “ssage”, “sage”, "age”, "ge”, ’e”} (7.2)
Furthermore, the output of the S A(”message”) is computed as (5, 7, 2, 6, 1, 4, 3) for a 1-
indexed representation. In our experiments, we constructed the suffixes based on the tokens

rather than characters.

7.1.1.2  Substring matching

The use of constructed suffix arrays enables the identification of common substrings. To lo-
cate all repeated sequences, one can simply scan the suffix array sequentially and search for
sequences that possess a shared prefix of a predetermined minimum length. The matching

sequences are identified and preserved for further filtering.

7.2 Experiments

In this section, we conducted experiments on Reddit dataset with proposed methods in Chapter
[6] and studied the performances of author identification frameworks in relation to two parame-
ters: the number of writing samples per author and the number of authors. The same number of
writing samples are sampled from each author across all experiments to ensure balance in the
importance of the classes. This allowed us to evaluate the effects of specific parameters on the
performance of author identification frameworks. Our experimental settings are summarized in

the following.

7.2.1 Experiment I: Varying the Number of Authors

We explored how our proposed architecture performs with an increasing number of authors. We
performed a set of performance evaluations with a different number of authors while keeping
the number of writing samples constant. The number of writing samples per author was 200.

The number of authors used in the experiments was 50, 100, 200, 500, and 1,000. The authors
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in these subsets are randomly sampled from the Reddit dataset. A total of 200 writing samples
are randomly selected for each author. The performance of the frameworks was assessed using
accuracy as the evaluation metric, which was calculated as the number of correct predictions

divided by the total number of predictions.

7.2.2  Experiment II: Varying the Number of Writing Samples

In this experiment, we investigated the impact of different numbers of writing samples for
the author identification task. We performed a set of performance evaluations with varying
writing samples per author, where the number of authors was held to 100. The number of
writing samples per author used in the experiments was 50, 100, 200, 500, and 1,000. Same as
the Experiment I, the framework’s performance was assessed using accuracy as the evaluation

metric.

7.3 Results

We use seven state-of-the-art models to evaluate the robustness of the proposed methods, in-
cluding GPT-2 [50]], BERT [64]], XLNet [66] and RoBERTa [35]]. The details of the baseline

models used are as follows:

* GPT-2 [50]: Autoregressive model based on the transformer architecture. The model
was pretrained on WebText (web pages from outgoing links in Reddit with 3 karmas or
more). We used the GPT-2g,sg variation, which has a 12-layer transformer architecture
and a hidden size of 768. It also has 12 attention heads, which allow the model to attend

to different parts of the input and context simultaneously.

* BERT [64]: This model corrupts the inputs by using random masking. The model’s
objective is to predict the original sentence, but it also has a secondary objective: the
inputs are two sentences A and B (separated by a token), and with probability 50%, the
sentences are consecutive in the corpus. In the remaining 50%, the sentences are not
related. The model must predict whether the sentences are consecutive or not. In our

experiments, we used four variations of BERT:
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BERTsMmarr: This variation has 4 layers, 512 hidden units, and 8 attention heads.
It is generally faster to train and has a smaller model size compared to the larger

variations.

BERTyviepium: This variation has 8 layers, 512 hidden units, and 8 attention heads.
It generally has better performance than the SMALL variation, but may take longer

to train and have a larger model size.

BERTgsg: This is the standard BERT model, and it has 12 layers, 768 hidden
units, and 12 attention heads. It strikes a balance between model performance and

efficiency.

BERT | arge: This is the largest BERT variation, with 24 layers, 1024 hidden units,
and 16 attention heads. It generally has the best performance among all the varia-

tions, but may be slower to train and have a larger model size.

* XLNet [66]]: XLLNet is a unsupervised language representation learning method based on

7.3.1

a generalized permutation language modeling objective. Additionally, XLNet employs

Transformer-XL as the backbone model.

RoBERTa [35]]: This model is similar to BERT, but it includes improved pretraining tricks
such as masking tokens differently at each epoch, and using a chunk of contiguous texts
(up to 512 tokens) instead of just two sentences for the next sentence prediction (NSP)
loss. It also uses byte pair encoding with bytes as the subunit instead of characters,
and trains with larger batches. In our experiments, we used the RoOBERTagasg variation,
which has a 12-layer transformer architecture with a hidden size of 768 and 12 attention

heads.

Results of Experiment I: Varying the Number of Authors

Table [7.3] presents the performance of the algorithms in Experiment I, where the number of

authors 1s varied while the number of writing samples per author is held constant at 200. The

last column shows the number of trainable parameters. The model achieving the highest accu-

racy within each subset is emphasized with bold text, while the model with the second highest
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accuracy is indicated with an underline. Among the algorithms, AARef achieves the high-
est accuracy, with 53.18% for 50 authors, 45.32% for 100 authors, 39.16% for 200 authors,
30.83% for 500 authors, and 24.20% for 1,000 authors. On the other hand, CNN¢y,.-1 has the
lowest accuracy, with 40.00% for 50 authors. The performance gap between AARef and the
second best baseline, ROBERTAg,sg marginal at the smallest subset, 50 authors. This suggests
that AARef struggles when there is limited data to train on. However, the performance gap
increases when the data size gets larger.

It is also worth noting that the number of parameters has a positive correlation with
the accuracy of the algorithms. Specifically, the algorithms with more parameters, such as
BERT | arGe, have higher accuracy than the BERT variants with fewer parameters. This sug-
gests that performance scale with the model size leading larger models to have better perfor-
mance. The AARef outperforms the more complex models while only optimizing 25 million
parameters. Compared to transformer baselines, AARef is with the lowest number of parame-
ters. While ROBERTAgAsg performs similarly in some cases, it requires more than four times

more parameters compared to AARef. This demonstrates the efficiency of the AARef.

7.3.2 Results of Experiment II: Varying the Number of Writing Samples

The results of Experiment II, presented in Table illustrate the performance of the algo-
rithms in terms of accuracy, with the number of authors held constant at 100 and the number of
writing samples varied. The final column shows the number of trainable parameters. The model
achieving the highest accuracy within each subset is emphasized with bold text, while the model
with the second highest accuracy is indicated with an underline. The AARef outperforms the
baseline models on 100, 200, 500, and 1,000 writing sample subsets with 41.52%, 51.05%,
54.12%, and 62.23% accuracy, respectively. However, on the smallest subset BERT| argE 18
the best performer, followed by BERTgasg. Although AAref is behind the BERT arge and
BERTgAsg models on 50 writing samples per author experiment, AAref has a lower compu-
tational complexity compared to both of these models, as it has significantly fewer trainable

parameters: 4X fewer than BERTgasg and 13X fewer than BERT| Arce.

76



Table 7.3: Performance of the algorithms with varying the number of authors on Reddit dataset.
The model achieving the highest accuracy within each subset is emphasized with bold text,
while the model with the second highest accuracy is indicated with an underline.

Algorithms Authors Palli.(;l;.tirs
50 100 200 500 1,000

CNNghar1 [57] 40.00% 31.80% 25.78% 23.05% 21.18% M
CNNghara [57] 34.70% 29.45% 29.67% 26.21% 23.50% 6M
CNNchars 40.00% 32.65% 28.65% 23.83% 22.10% 10M
CNNchara 39.65% 31.55% 26.33% 22.05% 19.37% 29M
CNNFpastTent 33.70% 29.25% 24.88% 20.39% 17.70% 13M
CNNw e (2] 46.00% 39.50% 32.35% 27.95% 23.20% 32M
GPT-2gasE [50] 43.00% 37.85% 32.48% 28.14% 24.76% 125M
BERTsymarL [64] 41.10% 34.40% 25.15% 20.71% 16.58% 29M
BERTvepium [64] 44.10% 35.50% 28.45% 21.24% 17.39% 41M
BERTgasE [[11] 46.66% 38.25% 31.75% 25.49% 21.12% 110M
BERT] arce [11] 48.10% 40.10% 32.51% 27.72% 23.34% 340M
XLNetgasg [66] 47.00% 40.55% 34.28% 26.91% 22.00% 125M
RoBERTagusg [35] 52.66% 42.40% 36.25% 27.13% 23.86% 117M
AARef 53.18% 45.32% 39.16 % 30.83% 25.20% 25M
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Table 7.4: Performance of the algorithms with varying the number of writing samples on the
Reddit dataset. The model achieving the highest accuracy within each subset is emphasized
with bold text, while the model with the second highest accuracy is indicated with an underline.

Writing Samples No. of
Algorithms Parameters
50 100 200 500 1,000

CNNchart [57] 18.40% 24.30% 31.25% 42.94% 50.16% M
CNNghara [57] 17.24% 23.40% 32.13% 44.26% 50.92% 6M
CNN¢hars 21.80% 29.10% 32.55% 41.74% 46.98% 10M
CNNchara 19.80% 27.70% 32.20% 40.66% 46.43% 29M
CNNFpastTent 20.85% 26.95% 33.75% 44.26% 51.64% 13M
CNNw e (2] 22.40% 36.60% 36.20% 49.58% 59.10% 32M
GPT-2gasE [50] 13.20% 21.60% 36.90% 48.76% 56.57% 125M
BERTsparL [64]] 21.20% 28.60% 33.70% 42.86% 50.01% 29M
BERTvepiom [[64]] 21.20% 30.80% 35.00% 43.90% 50.62% 41M
BERTgasg [11] 26.60% 37.15% 37.05% 48.98% 55.10% 110M
BERT] arce [[11] 27.00% 40.80% 48.51% 51.14% 57.08% 340M
XLNetgasg [66]] 22.00% 33.00% 40.10% 50.26% 56.28% 125M
RoBERTagasg [35]  25.60% 34.70% 46.75% 53.90% 58.89% 117M
AARef 25.87% 41.52% 51.05% 54.12% 60.23% 25M
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As observed in Experiment I, the performance of the algorithms tends to improve as the
model size increases. This trend is evident in the variations of BERT models, where the perfor-
mance improves on all subset sizes as the model size increases from BERTsya1 1 to BERT] ArcE.
This suggests that scaling Transformer-based models to larger configurations can lead to per-
formance improvement.

One possible reason for the relatively lower performance of AARef on the smallest sub-
set of 50 authors in the second experiment could be the limited amount of data available for
learning. In comparison, the other models may be able to utilize the prior knowledge trans-
ferred from the pretraining phase to achieve better performance on this subset. However, when
there is sufficient data available, AARef demonstrates its strength and outperforms the other
baselines. This can be seen in the higher accuracy achieved by AARef on the larger subsets
in the second experiment, where it outperforms all the other algorithms. Similar to the results
of Experiment I, Experiment II results suggest that AARef is a highly efficient model that is
able to achieve good performance with a relatively low number of parameters, especially when

there is sufficient data for learning.

7.4  Summary

In this chapter, a large-scale Reddit dataset is introduced with various experimental settings.
The dataset is filtered to avoid low-quality content by removing self-identifying information
and near-duplicate content. The resulting dataset is split into two sets of experiments with a
varying number of authors and writing samples per author. The baseline methods and proposed
methods in this thesis are evaluated with these experimental configurations. The results of
these experiments showed that AARef outperformed the baseline methods in nine out of ten
experiments, demonstrating its effectiveness in the analysis of micro-messages from social

media platforms.
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Chapter 8

Exploring the Anonymity of Social Media Users using Micro-Messages

In this chapter, we study the anonymity of social media users in various conditions. Specifically,
we investigate the effects of the number of writing samples per author and the number of
authors on anonymity. To better reflect real-world scenarios, our experiments were conducted
on a large scale, with a million tweets. Through this work, we aim to answer the question of
how anonymous social media identities are, and how easily they can be tracked using different
handles.

Our findings are essential foundations for understanding the applicability of the perfor-
mant author identification systems we demonstrated in previous research [1},2]]. These insights
are important for future research on the robustness of author identification models and have

direct implications for related topics such as identifying cybercriminals.

8.1 Introduction

Social networks are hard to moderate because of their large size and unique properties. One
such property is that one person can have multiple identities by creating multiple social media
accounts under different handles. The same user with multiple handles introduces noise to the
system because writing samples provided from different accounts are recognized as different
users. The system will be penalized for predicting the wrong identity even though it might pre-
dict the correct identity that controls both accounts. Furthermore, some social media handles
are controlled using automated software, also known as bots [[17,[31]. The bots can follow sim-

ple rules and phrases or can have more complex sets of rules for posting micro-messages. They
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introduce noise to author identifiers as detecting the writing style of bots does not generalize
well to the rest of the users.

There are several works available on the Author Identification task of micro-messages.
However, none of those mentioned earlier works explore the performance of author identifi-
cation systems under various conditions to fully understand their capabilities under real-world
scenarios. In this work, we conducted experiments to answer the following question: "How
confidently can we Identify an author on social media with X number of posts?”. For this pur-
pose, we perform a series of experiments under various conditions concerning the size of the
system and the number of writing samples available from each user.

We use a real-world dataset from Twitter to test the model and compare how likely the
identities can be identified under different conditions. Our experimental results show exciting
findings that increasing the number of authors sometimes helps the author identifiers when
the number of writing samples is limited. However, as expected, when we have more writing
samples from the authors, the performance of the author identifiers increases, and we can make
confident predictions when there are more than fifty writing samples from the same author.
This work answers the question of how anonymous social media identities are and how likely
these identities can be tracked under different handles. We believe these findings are essential
foundations for understanding the applicability of the performant Author Identification systems
we demonstrated in [1,2]. These insights are important for future research in how robust the

author identification models are and directly impact topics such as identifying cybercriminals.

8.2 Experiments

In this section, experimental configurations are presented, which were designed to assess the
impact of varying the number of authors and writing samples on the performance of our model.
A series of experiments were conducted based on the results of the first experiment. We fol-
lowed the preprocessing steps outlined in previous work [/1] in all subsets. We replaced the
numbers, username references, date, time, and website URLs with pre-defined meta tags. To

maximize the ability to capture stylistic features from the tweets, we did not convert the text
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into lowercase to keep the case information. This is preferred to capture the way users capitalize

certain words.

8.2.1 Experiment I: Varying Number of Authors and Writing Samples

In the first experiment, the parameters used in the experiments were the number of authors
and the number of writing samples per author. We conducted experiments with the following
parameters 10, 20, 50, 100, 200, 500, and 1,000 for all pairs of writing samples and authors.
Each pair of the number of writing samples and the number of authors are evaluated with a 10-
fold crossover. Therefore, each pair is trained ten times to be evaluated against a distinct test
set. There are seven possible values for both parameters. Therefore, there are 49 configurations
to experiment with. Hence, we experimented on 490 different subsets. The models are trained

from scratch without any pretraining on the Author Identification task.

8.2.2 Experiment II: Varying Number of Authors and Writing Samples with AARef+

In the second experiment, we used the same range of combinations of the number of authors
and writing samples as in the first experiment, but with the addition of a pretraining step using
a pretraining dataset. The pretraining dataset was tested with two variations. The first variation
has 1,000 authors with 1,000 writing samples per author and is denoted as AARef+;99. The
second variation has 2,000 authors with 1,000 writing samples per author and is denoted as
AARef+5909. The model was first trained on the pretraining dataset and then fine-tuned on the

evaluation dataset.

8.2.3 Experiment III: Evaluation of AARef+

In the third experiment, the pretrained approaches, AARef+;999 and AARef+5499, were eval-
uated on the varying number of authors and a varying number of writing samples introduced
in Chapter [6] and Chapter [5| This experiment also compared the pretrained approaches with

previous results and baselines.
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8.2.4 Results

The performance of AARef and pretrained variation of AARef are evaluated with various pa-
rameters.

8.2.5 Results of Experiment I: Varying Number of Authors and Writing Samples

Figure[8.1|displays the performance of AARef under different numbers of writing samples and
authors. Table 8.1 provides further details. The first column lists the number of authors used in

the experiment, and the remaining columns list the number of writing samples per author.
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Figure 8.1: Evaluation with the varying number of authors and writing samples. The heatmap
plot illustrates the performance of Author Identification methods with varying pairs of the num-
ber of writing samples and number of authors.

In the smallest setting of writing samples per author, AARef was unable to predict the
authors confidently. However, accuracy increases with the number of authors when there are

ten writing samples per author. This is not the case for the other writing sample per author
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conditions, where accuracy decreases with the number of authors. This suggests that AARef
cannot gather sufficient information about the environment in these conditions. Additionally,
the performance of ten writing samples per author highly depends on the random sampling
of authors and writing samples. Once the number of writing samples per author increases,
AARef can achieve more than 90% accuracy. The performance improvement with large writing

samples also indicates that AARef can scale with larger writing samples.

8.2.6 Results of Experiment II: Varying Number of Authors and Writing Samples with AARef+

In Figure the performance of AARef+(g is illustrated similarly to the performance il-
lustration of AARef in Figure The heatmap plot shows the accuracy of the number of
authors and the number of writing sample pairs. It is straightforward to see the performance of
AARef+;gg significantly improved on smaller subsets over AARef. For example, on the small-
est subset with ten authors and ten writing samples per author accuracy of AARef increased
from 24% to 71% with AARef+;4q9, suggesting a 195% increase in performance. Although
this is the extreme case with minimal training data, it shows how well AARef+ can perform in
environments with low data availability.

Since the performance improvement of AARef+¢go 1s promising, we explored the perfor-
mance of the larger pretraining sets. For this purpose, 1,000 more authors were sampled from
the Twitter dataset. Therefore, AARef+5qo trained with a total of 2,000 authors with 1,000
writing samples per author. Table [8.2] shows the average accuracy and standard deviation of
AARef+50g0. For comparison Table [8.1] shows the average accuracy and standard deviation of
AARef+999. The difference between the two models is marginal, especially on larger subsets.
For example, on 1,000 authors with 1,000 writing samples per author AARef+;(y outperforms
AARef+5999 by less than 2%. On the smaller subsets, the best performer change between
experiments. The smallest subset with ten authors and ten writing samples AARef+;(, out-
performs AARef+9599. However, with 20 authors and ten writing samples AARef+5y9, out-
performs AARef+;p09. The comparable performance of AARef+;yyo and AARef+500o suggests
that 1,000 are sufficient on these experimental configurations to pretrain the AARef+ with iden-

tical settings.
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Table 8.1: Performance evaluation of AARef+,¢op with the varying number of authors and
writing samples on the Twitter dataset. The table shows the average and standard deviation (%)
of the accuracy. The columns represent the number of writing samples per author. The first

values in the rows represent the number of authors.

a\w 10 20 50 100 200 500 1,000

10 71.00£7.0 80.00+£8.4 83.20+5.1 91.10+£2.0 92.00+1.9 93.24+0.6 94.03+0.5
20 53.50+9.9 69.00+4.6 77.30+4.7 81.85+2.1 84.40+1.5 87.64+0.8 88.76+0.8
50 47.80+6.2 60.00+4.7 68.24+2.8 73.64+1.3 76.09+£1.1 80.59+0.7 84.95+0.6
100  43.80+£3.3 52.55£1.7 60.74+1.2 65.94+0.8 69.14+1.1 74.27+0.5 78.72+0.4
200 34.65+2.2 42.13+2.7 50.08+1.5 55.07+0.8 58.73+£0.8 63.08+£0.5 69.22+0.2
500  27.58+1.3 33.93+1.4 40.13+£0.7 45.30+0.3 52.98+0.3 57.27+0.2 61.10+0.2
1,000 24.60+0.7 30.18+£0.5 35.55+0.5 39.21+0.4 42.50+0.3 46.26+0.3 50.70+0.2

Table 8.2: Performance evaluation of AARef+509 with the varying number of authors and
writing samples on the Twitter dataset. The table shows the average and standard deviation (+)
of the accuracy. The columns represent the number of writing samples per author. The first

values in the rows represent the number of authors.

a\w 10 20 50 100 200 500 1,000

10 68.00+9.7 78.00+£9.3 86.60+3.6 89.60+2.5 91.95+1.0 93.48+0.6 94.16+0.6
20 57.50+6.8 69.00+£9.6 76.80+4.2 81.65+2.3 84.57+1.2 88.02+£0.7 89.41+0.7
50 47.60+4.7 58.50+4.2 69.00+2.5 73.98+1.0 76.74+0.9 80.75+0.6 82.36+0.4
100  43.60+4.5 52.05+£2.6 61.964+2.0 66.71+14 70.39+1.3 74.17+£04 79.31+0.3
200 34.50+£3.1 42.10+2.4 52.05£1.5 56.38+0.7 59.57+£0.8 63.61+0.4 68.14+0.3
500 27.20£1.3 34.36+14 41.05+09 45.08+04 50.60+0.3 57.53+£0.2 61.00+0.2
1000 24.94+0.8 30.76+0.6 36.48+0.6 39.92+0.5 4295404 46.52+0.1 49.754+0.2
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Figure 8.2: Evaluation of AARef+;(yy with the varying number of authors and writing samples.
The heatmap plot illustrates the performance of Author Identification methods with varying
pairs of the number of writing samples and number of authors.

8.2.7 Results of Experiment III: Evaluation of AARef+

Table [8.3] shows the results of approaches discussed in Section [6.3| with varying the number of
authors. In Table [8.3] the first column lists the algorithm used in the experiment, where the
baseline methods are listed above the double lines, and our proposed method is listed below
the double lines. The rest of the columns list the accuracies of the algorithms with 100, 200,
500, and 1,000 authors, respectively. The number in bold marks the highest accuracy in each
column.

The variations of the pretrained model AARef+,99 and AARef+549g outperformed AARef
on the varying number of authors experiment. The best performing model was AARef+5((
which improved the performance of AARef+,99. The performance improvement is larger on

smaller subsets, and this supports the argument that the model requires sufficient task-related
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data to perform its’ best. For example, the improvement of AARef+5p9p on 100 authors over
AARef is 5%, while an improvement on 200 authors is less than 3.1%. Furthermore, the
improvement of AARef+5099 on 500 authors over AARef is 1.8%, while an improvement on

1,000 authors is less than 1%.

Table 8.3: Performance of the algorithms with the varying number of authors.

Authors

Algorithms

100 200 500 1,000
CNNghar1 [57] 49.24% 47.68% 41.37% 35.60%
CNNgpar2 [57] 49.96% 48.84% 42.92% 37.55%
CNNyyay 47.21% 45.52% 39.85% 34.73%
CNNFpasiTent 51.83% 50.25% 44.18% 38.74%
CNNw e (2] 55.20% 53.14% 46.90% 41.28%
Rocha et al. [52] 43.99% 42.32% 36.63% 31.61%
k-signatures [56] 42.50% 41.10% 35.50% 30.30%
AARef 57.18% 55.31% 47.99% 42.83%
AARef+1000 59.92% 56.57% 48.52% 42.89
AARef+5000 60.32% 57.02% 48.89 % 4291

Table[8.4]shows the results of approaches discussed in Section [6.3|with varying the number
of writing samples. In Table [8.4] the first column lists the algorithm used in the experiment,
where the baseline methods are listed above the double lines, and our proposed method is listed
below the double lines. The rest of the columns list the accuracies of the algorithms with 100,
200, 500, and 1,000 authors, respectively. The number in bold marks the highest accuracy in
each column.

The variations of the pretrained model AARef+,y) and AARef+540o outperformed AARef
AARef on the varying number of writing samples experiment. The best performing model was
AARef+5499 which improved the performance of AARef+;yy9. The performance improvement

is larger on smaller subsets, and this supports the argument that the model requires sufficient
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Table 8.4: Performances of the algorithms with the varying number of writing samples.

Writing Samples
Algorithms
50 100 200 500

CNNchar [57] 51.40% 58.20% 64.07% 70.30%
CNNcpara [57] 51.56% 58.25% 63.59% 69.80%
CNNyyay 49.14% 56.68% 62.96% 69.70%
CNNposirent 51.46% 59.14% 65.61% 72.46%
CNNy o [2] 54.36% 62.17% 68.34% 74.50%
Rocha et al. [52] 42.88% 49.90% 57.43% 66.71%
Theophilo et al. [63]] 30.20% 38.32% 45.53% 56.00%
AARef 56.10% 63.51% 70.05% 76.04
AARef+1900 61.87%* 67.37%" 71.45% 76.12
AARef+5000 62.19%* 68.36%" 72.31%* 76.19

task-related data to perform its’ best. For example, the improvement of AARef+599 on 100 au-
thors over AARef is 9.7%, while an improvement on 200 authors is around 7.6%. Furthermore,
the improvement of AARef+5509 on 500 authors over AARef is 3.2%, while an improvement
on 1,000 authors is less than 1%.

In Figure [8.3] the performances of the proposed approaches AARef, AARef+;0q, and
AARef+5909 are further compared. For each subset, and each variation, ten distinct groups with
ten splits. Therefore, each box visualizes the accuracy of 100 runs.

To test the statistical significance of the performance improvement of AARef+409 and
AARef+599 over AARef, two independent Student’s t-test is conducted. AARef+1(g signif-
icantly outperforms (p-values < 0.001) AARef on subsets with 50 and 100 writing samples.
AARef+gg significantly outperforms (p-values < 0.001) AARef on subsets with 50, 100, and

200 writing samples.
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Figure 8.3: Performance visualization of AARef variations on the varying number of writing
authors experiment. Each box plot is visualized by aggregating the 100 runs. Each point
denotes the accuracy of a single experiment. The bottom and top of the box represent the
first and third quartiles, respectively, and the line within the box represents the median. The
whiskers extending from the box indicate the range of the data.

8.3 Summary

In this chapter, we investigated the anonymity of social media users using their writing styles.
Our results show the capability of existing author identification systems under various condi-
tions. Based on our findings, social media users and social media networks can use adversarial
users’ identities to avoid undesirable behaviors.

In future work, it would be interesting to analyze the ability to transfer authorship classifiers
between different social media domains. This would allow larger datasets to train the authorship
identification systems with more performant downstream datasets and less data availability.
Another promising direction is incorporating various public information about the user and the
post. For example, the time and the date of the post can provide helpful information about the

characteristics and regular schedule of the author.
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Chapter 9

Conclusion and Future Work

9.1 Conclusion

In this thesis, we investigated the machine learning methods for author identification on micro-
messages. The machine learning methods are evaluated in various experimental settings on
multiple real-world datasets.

In the first stage, we proposed three author identification methods. The first approach
introduces an evolutionary approach to divide the task into author verification to improve the
scalability with respect to the number of authors. The second approach proposes a multi-
channel convolutional neural network to learn the authors’ writing style with character n-gram
and word unigram representations. Third, the approach proposed shared convolutional kernels
and incorporated the part of speech tags.

In the second stage, a new large-scale Reddit dataset is introduced. The preprocessing
pipeline, including duplicate content filtering, was implemented. With the Reddit dataset, vari-
ous baselines were evaluated in two experimental settings. Proposed methods in the first stage
of the dissertation were evaluated with the same experimental settings. The AARef method ex-
tensively experimented on various environments on the Twitter dataset. A task pretraining step
was introduced to improve the performance in low-data environments. The models trained with
task pretraining are referred to as AARef+. Furthermore, AARef+ improved the performance

of AARef on smallest subset by 195%.
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9.2 Future Work

* Incorporating the contextualized embeddings to AARef. Rather than using static embed-
dings (e.g., FastText), contextualized embeddings would allow the model to differentiate

the representation of the words in different contexts.

* Investigating pretraining approaches on multiple domains. Pretraining the Author Iden-
tification models on multiple data sources to improve the generalization of the trained

model. The trained model can adapt to environments with minimal data availability.
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