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Abstract

Within the evolving domain of electronics security and counterfeit detection, researchers
have historically placed a strong emphasis on techniques rooted in the analysis and recovery
of non-volatile memory elements. These approaches often rely heavily on persistent data
storage features and external references, such as golden chips or trusted databases, to validate
authenticity and identify anomalies in suspect hardware. In particular, counterfeit integrated
circuits (ICs) identification has been largely constrained to methodologies that assume the
availability of a golden sample or access to other external sources of ground truth. While
effective in controlled environments, such dependency significantly hampers scalability and
real-world applicability, especially in distributed or resource-limited contexts.

In contrast, the detection of recycled or tampered volatile memory components—most
notably, static random-access memory (SRAM)—has received comparatively little scholarly
and industrial attention. This imbalance in research focus stems, in large part, from the
widespread assumption that volatile memories lose all stored data immediately upon power-
down. As a result, it is commonly believed that such memories offer little to no utility in
postmortem security analyses. The volatile nature of SRAM has led to the prevailing view
that these components are unsuitable for forensic examination or for use in security primitives
that require persistent traceability. Consequently, recycled or subtly modified SRAM-based
devices often evade detection using traditional security screening methods, leaving a critical
blind spot in current counterfeit detection frameworks.

This thesis directly challenges these foundational assumptions by introducing a compre-
hensive and forward-thinking methodology designed to detect recycled SRAM-based elec-

tronics without relying on external references or trusted baselines. By leveraging the subtle,
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yet repeatable, physical properties of SRAM cells that influence their power-up state un-
der controlled conditions—including manufacturing-induced variations, process defects, and
aging-related degradation—it becomes possible to derive device-specific signatures that per-
sist beyond power loss. These signatures, when appropriately analyzed, provide a viable
means of distinguishing authentic devices from recycled ones, even in the absence of tradi-
tional reference models. Experimental validation presented throughout this research demon-
strates the feasibility and effectiveness of these proposed strategies under realistic conditions.
Through a series of accelerated aging simulation experiments and SRAM state analyses, this
work confirms that it is possible to detect recycled SRAM hardware without requiring any
prior knowledge of its original, unaged behavior.

In addition to addressing the detection of recycled SRAM devices, this thesis further
extends its contribution to the broader domain of hardware security by proposing an ar-
chitecture for secure operation within heterogeneously integrated systems. With the in-
creasing adoption of 2.5D and 3D integrated circuits, where dies from diverse fabrication
origins are assembled into a single package, supply chain trustworthiness has emerged as
a pressing concern. To this end, a high-level security concept is introduced that incorpo-
rates a whitelisting framework enabled by an SRAM-based logging mechanism. This logger
passively monitors operational characteristics and verifies the legitimacy of chiplet activity
against a pre-approved whitelist, thereby mitigating the risk posed by unverified or mali-
cious components within the system-in-package. To strengthen the forensic and auditability
aspects of this architecture, the design is further augmented with a blockchain-based ledger
that records security-relevant events in an immutable and verifiable manner. The integra-
tion of blockchain technology ensures that tampering attempts or unexpected deviations
from baseline behavior can be recorded transparently and traced back with cryptographic
assurance.

By rigorously exploring and substantiating these novel concepts, this thesis makes a

substantial contribution to the field of electronics security. It not only redefines the utility of
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volatile memory in security-critical applications but also opens new pathways for counterfeit
detection that are both reference-free and scalable. Ultimately, this work advances the
state-of-the-art in memory-based forensics, device lifecycle validation, and secure system
integration, setting the stage for more resilient and trustworthy hardware ecosystems in

future semiconductor supply chains.
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Chapter 1

Introduction

The turn of the 21st century has witnessed unprecedented growth and reliance on inte-
grated circuits (ICs), driving innovation across a wide array of sectors, including communi-
cations, defense, computing, automotive systems, and critical infrastructure. In this modern
era, dominance in semiconductor technology equates to national and economic security,
much as dominance in traditional military resources has historically determined geopolitical
power. Hence, securing electronic supply chains has become as critical as securing essential
resources like food, water, and ammunition. The pursuit of advanced and efficient semicon-
ductor designs has resulted in increasingly intricate IC architectures that, due to economic
factors, have largely shifted offshore. Facilities abroad offer superior technology, reduced op-
erational costs, proximity to related manufacturers, and significant governmental incentives,
thereby dominating global production [1]. Notably, the Taiwan Semiconductor Manufac-
turing Corporation (TSMC) exemplifies this shift, expanding its market capitalization from
approximately $14.84 billion in 1997 to over $1 trillion in 2024 [2]. Moreover, recent reports
by the Bureau of Industry and Security highlight that 43% of electronic assembly processes
are now conducted away from original equipment manufacturers (OEMs), often under lim-
ited oversight and trust conditions, thus intensifying concerns about intellectual property
(IP) protection and authenticity [3-5].

The challenges posed by this offshoring trend are multifaceted, with threats like IP theft,
unauthorized overproduction, piracy, and design tampering becoming increasingly prevalent.
These threats compromise the integrity of the global electronics market, negatively impact-
ing designers, manufacturers, and end-users alike. Significant efforts have been dedicated to

developing effective countermeasures and robust detection methods [5-9]. However, another



prominent threat, recycling end-of-life (EOL) electronic components, remains inadequately
addressed despite extensive research [10-12]. E-waste recycling involves extracting functional
but aged IC components from discarded electronics, which are then reintroduced into supply
chains under false pretenses. Although still operational, these recycled components are vul-
nerable to performance degradation and premature failure, posing significant risks in critical
systems [12-15]. Furthermore, these components may retain sensitive data such as firmware

or encryption keys, potentially exposing critical information to malicious entities [16].

1.1 Motivation

The semiconductor industry’s globalization has dramatically accelerated advancements
in integrated circuit design, fostering rapid evolution from system-on-chip (SoC) technolo-
gies to heterogeneous integration (HI) involving 2.5D and 3D IC packaging. This shift was
necessitated by escalating demands for reduced latency, enhanced performance, power effi-
ciency, and improved fabrication yields, particularly in high-performance computing (HPC),
data centers, cloud computing, and Al-driven applications [17,18]. Prominent industry play-
ers, including TSMC and Samsung, are actively developing advanced HI solutions, further
promoting this transition [19,20]. These advancements have also introduced sophisticated in-
terconnect technologies such as the Universal Chiplet Interconnect Express (UCIe) and Open
High-Bandwidth Interface (OpenHBI), enabling seamless die-to-die communications [21,22].

The demand for better performance has given rise to increasingly complex computing
infrastructure. One such example are 3D ICs, smaller hardware modules separated into
“chiplets” and integrated vertically, connected by through-silicon vias (T'SVs) and placed
into a singular package. A proposal made popular because of this is the premise of het-
erogeneous integration [17]. The idea is that the chiplets composing a 3D IC can now
be fabricated at separate labs and integrated into a cohesive hardware design. Hardware
Trojans—malicious alterations intentionally embedded within ICs during design or fabri-

cation—pose an exponentially larger threat to 3D ICs due to their complex and densely



integrated nature. The intricate stacking and heterogeneous integration of multiple dies,
often of varying or potentially dubious origin, in 3D ICs significantly increase the potential
entry points for attackers, complicate detection efforts, and elevate the risk of functional dis-
ruption or information leakage. This complexity underscores the urgent need for enhanced
Trojan detection and mitigation strategies specifically tailored to the unique vulnerabilities
of advanced 3D integrated systems. We propose one such solution in this paper.

Moreover, the rising threat of counterfeit integrated circuits (ICs) and system-on-chip
(SoC) obtained from discarded electronics being recycled and sold as new continues to grow
due to the lack of effective detection techniques. The entry of such knock-off ICs into key
systems comprising the critical global infrastructure can result in system and security failures
with potentially disastrous consequences for societal well-being. THS Inc. has reported that
counterfeit ICs represent a potential annual risk of $169 billion in the global supply chain [23].
These recycled ICs often exhibit poorer reliability, reduced useful remaining lifetime, and
degraded performance [10,12]. The crude process of disassembly, cleaning, and restoration
often employed to a recycled part as new can also create additional defects, resulting in
electrostatic damage and other anomalies that can cause system malfunction [10-12,14]. As
most Department of Defense (DoD) infrastructures are designed well beyond their lifetime of
electronics, they are critically dependent on a continuing supply of legacy commercial off-the-
shelf (COTS) components for maintenance and repair, and often encounter recycled parts.
It is thus essential to detect counterfeits efficiently to prevent the widespread infiltration of
these parts in the semiconductor supply chain.

Although research towards securing electronics supply chains has seen recent progress [24—
26], relatively little attention has been given to addressing threats that arise during runtime.
Several studies have introduced techniques to defend advanced integrated circuits against
hardware Trojans [27,28]; however, these methods often fall short in mitigating risks that
emerge after deployment. Despite decades of research in this area, reliably detecting hard-

ware Trojans remains a persistent and complex challenge [9,29].



It can be said succinctly that a variety of threats have become relevant concerns on
account of the intricacies of the globalized semiconductor supply chain. These threats exist

in many capacities throughout an IC’s life cycle. For instance, these threats can emerge:

» Pre-integration, or prior to deployment, in cases of intellectual property (IP) theft.
e Post-integration, or during deployment, in cases of Hardware Trojan injection.

e Post-deployment, in cases of IC recycling.

It is because of these temporally persistent threats that nations take comprehensive

measures to provide provenance and assure the security of their electronic hardware.

1.2 Contribution

In this thesis, we present a novel approach for detecting counterfeit devices utilizing
SRAM architectures, such as CPUs, GPUs, FPGAs, discrete memory devices, and more [30].
We leverage the effects of negative bias temperature instability (NBTT) on PMOS transistors
that cause changes in SRAM cells. These aging effets bias an SRAM cell towards the
opposite value stored in the cell. Additionally, we propose a novel approach by which security
vulnerabilities of heterogeneously integrated 2.5D/3D ICs introduced by a horizontal, global
supply chain can be mitigated [31]. This approach bypasses the limitations of traditional
hardware trojan detection methodologies by implementing a blockchain-enabled whitelisting
framework, restricting the communication abilities of potentially malicious chiplets. There
are four core contributions in the thesis, presented in topically-relevant pairs. This thesis
introduces a series of novel approaches tailored specifically to mitigate critical threats in
semiconductor supply chains, focusing on SRAM-based counterfeit detection and proactive
runtime security in heterogeneous 2.5D/3D ICs. The key contributions of this thesis are

summarized as follows:



e Firstly, we present an approach for providing the spatial uniformity to an SRAM
power-up state necessary for fine-grain statistical analyses. Though many newer SRAM
architectures boast low-bias designs, lending themselves to uniform power-up states,
legacy SRAM devices often feature bitline interleaving, swapping the positioning of
BL and BL and creating high amounts of capacitive bias along each column of SRAM
cells. This cumulative bias results in “banded” power-up states, with certain “bands”

being considerably more biased towards one discrete logic value or another.

e Secondly, we propose a novel method to detect counterfeit SRAM devices without
golden samples or reference parameters. First, we pre-process the cumulative power-up
state of the SRAM array, providing a relative amount of spatial uniformity. From here,
we observe the processed cumulative power-up state of the IC over one hundred power-
ups, wherein each SRAM cell is assigned a value from 0 to 100 based on how many
times the cell powered up with logic-1. We divide this dataset into sections of varying
sizes, or “blocks.” Our analysis shows that aging-induced spatial non-uniformity can
be identified by measuring the standard deviation ( ) of the average value held in each

block.

e Thirdly, we introduce a high-level proposal for chiplet hardware for the purpose of
securing 3D ICs against threats within their communication networks. We propose
to implement a whitelist on the network I/O on the path to the chip-to-chip commu-
nication. The whitelist is implemented as a set of allowed source-destination pairs.
Only messages from white-listed sources being sent to the corresponding white-listed
destinations will be allowed out of the chip. We further propose adding an on-chip
logger to network I/0O. Any time there is a message that fails the whitelist, it generates

an entry in the logger.

e Lastly, we offer a blockchain framework by which logger states - the sum of all failed

communication attempts stored in the Network 1/O’s logger - can be appended to a



tamper-proof database, enabling the retrospective analysis and verification of commu-
nication events and potential security breaches within the system. The desktop or
server hosting the blockchain client aggregates all the digitally signed transaction logs
it has acquired from different chips. This consolidated set of logs is then appended to

the blockchain, ensuring a tamper-proof record of the transactions.

1.3 Organization of the Thesis

The rest of this thesis is organized in the following manner: in Chapter 2, a description
of SRAM, power-up states, and aging effects is provided. Our self-referencing approach for
detecting counterfeit ICs using SRAM power-up states is explained and validated in Chap-
ter 3. A novel means of securing 3D ICs after deployment is introduced in Chapter 4. Finally,
[ summarize my findings and highlight future research made possible by my contribution as

I conclude this thesis (Chapter 5).



Chapter 2

Background and Related Work

In this chapter, we discuss the fundamentals of SRAM, aging, power-up states, 3D ICs,
and other concepts fundamental to the approaches described in Chapters 3 and 4. We also

discuss contributory research performed with respect to our frameworks.

2.1 SRAM

Static Random-Access Memory (SRAM) has been integral to the advancement of com-
puting systems since its inception. SRAM is a volatile memory type characterized by its high-
speed performance, simplicity in interfacing, and robustness against noise, making it suitable
for various critical applications. The conventional SRAM cell employs a six-transistor (67T)
architecture consisting of two cross-coupled CMOS inverters forming a bistable latch, com-
plemented by two additional transistors that act as access gates.

The bistable latch configuration provides SRAM with the ability to store binary data re-
liably without the need for continuous refresh cycles, in contrast to Dynamic RAM (DRAM).
This makes SRAM significantly faster and ideal for cache memory applications, including
Level 1 (L1), Level 2 (L2), and Level 3 (L3) caches within microprocessors, substantially
enhancing computational speed and efficiency.

Beyond performance-oriented applications, SRAM is widely utilized in security contexts,
particularly in Physically Unclonable Functions (PUFs). The inherent variability in the
manufacturing process of SRAM cells produces unique, device-specific fingerprints that can
be exploited as security primitives. These SRAM-based PUFs offer robust solutions for

device authentication, cryptographic key generation, and secure identity verification.
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Figure 2.1: A traditional 6T SRAM architecture.

Due to its speed, reliability, and versatility, SRAM remains a fundamental component
in modern electronic systems, driving ongoing research into enhancing its security, reliability,

and performance under various operational and environmental conditions.

2.1.1 Power-Up States

SRAM cells are designed with perfect symmetry, as discussed in Section 2.1. A classical
SRAM cell is shown in Figure 2.1. A typical SRAM is composed of two CMOS inverters,
each having a PMOS-NMOS pair (where M1 & M2 act as PMOS transistors, while M3 and
M4 act as NMOS transistors), as well as two access transistors connecting to bitline and
bitline-bar for read and write operations (M5 and M6). Inverters are designed to be equal
in scale and share identical features. When a 0 is applied to the gate of one inverter, a 1 is
output from that inverter and subsequently applied to the gate of the other inverter, which
outputs a 0 — in simpler terms, an SRAM’s cross-coupled inverters create a latch that holds
the logic values applied to them.

While SRAM cells are designed with perfect symmetry, SRAM devices are subject to
bias - variations in bitline capacitance, channel length /width, doping concentration, or oxide

thickness between inverters may cause mismatch, or a deviation from metastability. These



biases cause mismatch between the inverters, subsequently leading to differences in threshold
voltage (V) values.

Leakage current significantly impacts the power-up state of SRAM cells, influencing the
cell’s initial state upon power restoration. Variations in transistor leakage currents caused
by aging, temperature fluctuations, and manufacturing processes can create discernible im-
prints of previously stored data. These subtle changes facilitate data remanence attacks,
highlighting potential vulnerabilities and underscoring the necessity of considering leakage
currents in the secure design and disposal of SRAM-based systems.

A substantially large V1 differential between the two PMOS transistors present in the
circuit will lead to variations in its power-up state. When, due to leakage current coming
from across the channel of the PMOS transistors, a charge builds on the parasitic capaci-
tance (capacitance present because of the cumulative dielectric properties of the materials
composing the cell) at the output nodes of an SRAM cell, a charge builds on these nodes,
which feeds into the gates of the inverters. When this voltage value becomes significantly
large enough, it a “bridge” will create across the PMOS channels, and a 0 will be inferred
from the output of the activating inverter. This will latch a logic value into the SRAM cell.

When a device is powered on, this phenomenon takes hold across the entire SRAM array,
and all of its SRAM cells will be initialized to a discrete logic value. These initialization

values are distinct to each cell, and principally caused by the V1 of its PMOS transistors.

2.1.2 Aging

The hypothesis of differential aging within SRAM cells posits that, over time, these cells
may undergo distinctive aging degradation, thereby impacting their powerup characteristics.
This premise delves into the dynamic nature of aging degradation, emphasizing the influence
of non-uniform data stored in the array, which contributes to nonuniformity in the aging
process. The initial power-up state of a new device exhibits uniformity, determined almost

entirely by random manufacturing process variation. Previous research has indicated that



subjecting an SRAM cell containing a particular logic value during the aging results in a
gradual reduction of the probability of the memory cell initializing to the same logic value
upon successive power-ups [32].

Extensive study has been conducted to explore the factors contributing to aging degra-
dation like negative bias temperature instability (NBTT) [33,34], hot carrier injection (HCI),
and ionizing radiation [35]. NBTI causes asymmetric shifts in threshold voltages of SRAM
cell transistors. When the PMOS transistors are negatively stressed, interface traps are cre-
ated at the Si-SiO2 interface of PMOS transistor when the gate input is logic 0. Releasing
the stress causes changes in threshold voltage of PMOS transistors [36]. Guin et al. [32]
showed that the asymmetric shift in threshold voltages is responsible for the imbalance of
1s and Os in the power-up state of an SRAM cell. Furthermore, the bits in the power-up
state are determined by the contents of the aging data in the SRAM. This aging effect in the
power-up state of SRAMs has been leveraged to develop a detection technique of recycled
or aged ICs in the same study. A later study [30] showed that even COTS SRAMSs, which
do not power up with an equal distribution of 1s and Os in their initial state, also possess
an identifying aging characteristic: the percent of 1s in all subregions of a new SRAM cell
is more statistically similar to each other than in an aged IC.

While the aging impacts of SRAMs have been widely covered in literature, very little
has been explored about how aging influences data imprint in SRAMs, resulting in data
remanence effects. Hovanes et al. [16] were the first to present an approach of data recovery
from SRAMs under normal operating conditions. Their work showed that contrary to the
conventional wisdom that SRAM loses its contents once powered off, SRAM actually develops
an imprint of the stored values in the power-up state due to aging. The authors noted that
the locations of SRAM cells that stabilize after aging differ from chip to chip to uncontrollable
process variations, making the cells more likely to be stable or unstable as the chip ages.
The hypothesis of this approach is based on the findings in [32], which state that the power-

up state of SRAM ages inversely relative to the binary aging data. This makes it possible
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to discern the data contained in SRAM by observing the differences between the power-up
states before and after aging. The approach involves recovering data from multiple chips by
using a majority voting method to improve the data reconstruction.

The reliability principles of NBTT and HCI state that when a PMOS transistor is aged
with a voltage level consistent with logic-0 applied to its gate, its threshold voltage (Vi) will
invariably rise due to heat-related degradation [32]. This is relevant to SRAM cells as, to re-
iterate, a typical 6T SRAM cell is composed of a symmetric paired CMOS inverter structure,
acting as a bistable latch which holds logic values in place, with two access transistors.

As a typical SRAM cell’s structure is perfectly symmetrical, its power-up state is deter-
mined entirely by incidental biases and noise. Should one of the CMOS inverters “overpower”
the other (i.e., have a lower PMOS threshold voltage), it will be the determinant of the logic
value of the SRAM cell upon power-up. Because aging the PMOS transistor in a CMOS
inverter with logic-0 raises its threshold voltage, and because an SRAM cell consists of two
back-to-back latching inverters, that by aging an SRAM cell with logic-0, the likelihood of
a 0 occurring on power-up decreases. Similarly, if an SRAM cell is aged with logic-1, the
opposite inverter is aged with logic-0, making a logic-0 more likely upon power-up.

When this phenomenon is observed across the multitude of SRAM cells on a device, it
can be noticed that an aging dataset creates a logical imprint onto its SRAM array. That
is to say, for every cell that which is aged with 1, a 0 becomes more apparent, and for every
cell that which is aged with 0, the opposite is true. Of course, because of Gaussian process
variation, fabricated SRAM arrays are rife with cells that are not functionally symmetrical
— in fact, most are not. Typically around 80% of SRAM cells have an inverter that reliably
overpowers another, making these cells stable at a particular logic value. In some cases, this
stability can be undone by aging with an opposing logic value, making them unstable, and

in other cases, this stability is reinforced by aging with an agreeing logic value [16].
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2.1.3 Counterfeit Detection

In Section 1.1, we discussed the threat posed by counterfeit and recycled ICs to the
electronics supply chain and critical infrastructures. Because of these threats, measures to
identify recycled electronics must be devised. Much research has been done in this field.
Due to the inherently Gaussian nature of process variation, every SRAM cell is typically
different, and parametrically asymmetrical. However, over a large number of cells, Guin
et al [32] posits that a relatively equal number of logic-1 and logic-0 values will appear in
an SRAM array upon power-up. As discussed in Section 1.1, recycled integrated circuits
(ICs) pose a significant threat to the electronics supply chain and critical infrastructure.
However, the characteristics associated with recycled devices can actually be leveraged to
identify previously used SRAM components. Guin et al. demonstrated that the power-up
state of an SRAM cell is influenced by the threshold voltages of its PMOS transistors, and
these voltages, in turn, are impacted by the data stored in the cell during aging, as described
earlier in Section 2.1.1. While individual SRAM cells can show significant variations due
to manufacturing differences, collectively, these variations follow a Gaussian distribution,
typically resulting in an approximately equal balance of logic-1 and logic-0 values. However,
typical aging data stored in SRAM often contains significantly more logic-0 than logic-1
values. This uneven aging due to Negative Bias Temperature Instability (NBTI), as dis-
cussed in Section 2.1.2, skews the overall power-up state toward logic-1, allowing recycled
SRAM components to be identified through their biased power-up patterns. This detection
technique can effectively identify and remove counterfeit parts from the supply chain. Ad-
ditionally, the usefulness of this approach extends beyond standalone SRAM chips, as most
modern electronic systems incorporate SRAM that can be assessed using this method.

This observation implies a 50% time zero reference parameter (i.e., 50% of cells will store
1 on power-up prior to operation). While this position is true in some cases, particularly
for SRAM designs utilizing modern process technology, it becomes difficult to establish for

SRAM designs with tendentially high amounts of bias. For instance, in the 23LC line of
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discrete SRAM ICs, bitline interleaving is used to aid in cumulative cell balancing. High
amounts of capacitive bias build on bitlines (BLs), which leads to a strong bias upon power-
up towards either a logic-1 or a logic-0. Further, the assumption that a deviation from this
50% reference parameter is indicative of significant use relies on aging data (the data loaded
onto the device throughout its operational lifetime) being loaded relatively unequally with
a dense amount of either logic-1 or logic-0 values. In cases where Aging Data 6 50% or
Aging Data 6 50% (where 50% indicates an equal concentration of 1s and 0s, or a 50%
presence of 1s), this approach struggles to effectively identify recycled ICs, particularly in
consideration of the duration of operation necessary to make a substantiative impact on
power-up values. A recycled IC could, in theory, be aged with all 1s for the first half of its
addresses, and all Os for the second half, and still maintain a 50% reference parameter. In

summary, this approach faces two key issues:

1. It cannot be assumed, in all instances, that a COTS SRAM has an equal presence of
logic-1 and logic-0 values upon power-up due to potential biases inherent in existing

process technologies.

2. The assumption that the continued use of an SRAM will lead to a significant disruption

of its 0/1 balance is not reliable, due to the unpredictability of aging datasets.

Of course, this approach can be modified on a chip-to-chip basis; A chip with a typ-
ical time zero reference parameter (obtained from a sufficiently large sample set of golden
samples) of 70 pls (percentage of 1s) can be assumed to be counterfeit-likely if its power-up
state demonstrates 50 or 90 p1s. A problem seen here is that it becomes necessary for a
test lab to have access to typical time zero pls readings for all manner of integrated and
discrete SRAM arrays, obviously with a certain amount of allowable deviation. Further, this
adaptation is still predicated on the assumption that a chip’s 0/1 balance will be markedly

impacted by continued use.
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We seek to improve upon this pls-based counterfeit detection approach by addressing
the two key issues faced by it. Rather than relying on an overall imbalance of 1 and 0 values
in an entire SRAM array’s collective power-up state, we will instead exploit an SRAM array’s
spatial p1s incoherence to detect recycled chips without any need for a golden sample or zero
time reference parameter. A benefit implicit in our approach is that it accounts for more
variability in aging datasets. While a tendency away from 50 pls may be hard to assume
or establish over a long period of time, a tendency for spatial disuniformity is much more
likely, especially for SRAM cells utilized for firmware, etc., As the same data is loaded to

them every power-up.

2.1.4 SRAM PUFs

SRAM power-up behaviors have enabled researchers to develop various physically un-
clonable functions (PUFs) and true random number generators (TRNGs) leveraging SRAM
architecture [37-45]. Ideally, SRAM cells are designed with perfect symmetry to achieve
the maximum static noise margin. However, unavoidable process variations introduce biases
within each cell, causing a preference toward one inverter and leading to consistent power-up
states over multiple cycles. Due to this inherent bias and external noise, SRAM power-up
states can typically be classified into three categories: cells stable at logic 1 (S1), cells stable
at logic 0 (S0), and unstable cells. Stable cells occur when the threshold voltage difference
(Vin) between the cell’s transistors (M1 and M2) significantly exceeds the external ther-
mal noise. Conversely, unstable cells have a small enough V1 difference to be influenced by
external noise, resulting in variable power-up states.

PUF's are widely studied hardware security primitives with numerous practical appli-
cations. A PUF is defined as a function whose precise behavior cannot be modeled or
duplicated on identical architectures, even when its internal structure and physical access
are known. This unclonability arises from the intrinsic, uncontrollable, and unpredictable

process variations in transistor manufacturing, making PUFs effective for authenticating
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hardware identity and ensuring device authenticity [46-48]. Over recent decades, researchers
have explored various PUF architectures, including arbiter PUFs and ring oscillator PUF's
(ROPUFSs) [49-51]. Despite their effectiveness, these specialized PUF architectures are chal-
lenging to implement broadly since they require specific hardware designs within the chip.
SRAM-based PUFs, however, leverage existing SRAM components found in virtually
all modern integrated circuits. An SRAM PUF is realized by extracting stable cells from
the power-up states of SRAM arrays [37,38,40,41,52]. The resulting distribution of stable
cells provides a device-specific fingerprint due to inherent process variations, allowing for
secure and unclonable device identification. Because the internal transistor biases—and
thus power-up states—can shift due to aging, SRAM PUF implementations often incorporate
error correction mechanisms [44,45,52,53]. Such error correction ensures the stability and
reliability of the generated IDs over the device’s lifetime, even under conditions of heightened
external noise or environmental extremes, which could otherwise cause previously stable cells

to become unstable.

2.2 3D ICs & Heterogeneous Integration

The globalization of the semiconductor supply chain brings rapid research and develop-
ment (R&D) of chip fabrication and design, as well as swift adoption of the latest technology
node. System-on-chip (SoC) has evolved in the past decades to combine different intellectual
properties (IPs) into one design layout, and thus, a single die with multiple functions in one
chip. However, the intensive computation workload in today’s high-performance computers
(HPC), data centers, cloud computing, and machine learning applications demands inno-
vations beyond the current state-of-the-art SoC status quo. Driven by the need to further
reduce latency and power consumption, increase throughput, and a better yield in IC fabrica-
tion, heterogeneous integration (HI) and 2.5D /3D packaging emerge as the new technological
solution. This allows the horizontal and vertical stacking of multiple dies in a single pack-

age/chip, analogous to a system of mini-chips than the monolithic IC in SoC [17,18]. It is
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Figure 2.2: An abstract representation of heterogeneous integration where multiple chiplets
are assembled in a SiP.

actively being researched and developed by multiple entities in the supply chain, e.g., TSMC
3DFabric™ a 3D silicon stacking and advanced packaging technologies [19], and Samsung
3D-TSV (12 layers) DRAM Chip [20]. A ubiquitous interconnect, e.g., Universal chiplet
interconnect express (UCle) [21] and open high-bandwidth interface (OpenHBI) [22], at the
package level to cover die-to-die (D2D) communication has been developed.

Unfortunately, the globalization of the semiconductor supply chain also opens the door
for various threats to US critical infrastructures, where they are targeted by untrusted elec-
tronic products, counterfeit ICs, and devices with hardware Trojans [10,12]. These threats
originated from malicious third-party IP vendors, untrusted manufacturing facilities, and
rogue distributors, including pirated and maliciously modified IPs, cloned and recycled ICs,
etc. Bloomberg reported in 2018 and 2021 that the groundbreaking hardware hack with
an extra tiny chip, covertly placed on board, can breach sensitive data from US compa-
nies [54,55]. Although the published hack targeted pre-HI hardware, it is possible that an
adversary can still execute similar hacks by incorporating malicious die(s) inside 2.5D/3D
packages. When the hardware is compromised due to hardware Trojans in the chip or

malicious chiplets, existing and additional software attacks can be mounted for malicious
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purposes. When hardware is not authentic (compromised or cloned), the firmware and soft-
ware running on it can be exploited by the attacker — easily bypassing the existing security
measures implemented at the software level as the entry point to gain access to the device

and/or system.
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Chapter 3

Self-Referencing Approach for Recycled IC Detection

This section presents a novel self-referencing methodology for efficiently identifying coun-
terfeit ICs [30]. The proposed approach eliminates significant expenses and the necessity of
storing complex device parameters by employing a simple, cost-effective test setup to read
the SRAM power-up state using a low-cost Raspberry Pi. The statistical comparison of
power-up states between aged and new chips clearly and straightforwardly demonstrates dif-
ferences. By analyzing the comparative standard deviation ( ) in the percentage of logic-1’s
(pls) across multiple block sizes, a recycled chip can be reliably distinguished from a new
one. The effectiveness of this self-referencing test has been successfully validated across six

distinct ICs. This section begins with the establishment of the threat model.

3.1 Threat Model

Electronic supply chains face significant threats, notably through the inadvertent rein-
troduction of recycled components into critical applications. This approach assumes that
an end-of-life SRAM device could re-enter our supply chain, become integrated into sen-
sitive equipment performing critical functions, and subsequently fail, causing substantial
operational disruptions, damage, or even loss of life. The recycling process for electronic
components typically begins with genuine Original Component Manufacturer (OCM) parts
that have initially been integrated into devices or equipment and subsequently discarded by
end-users. These scrap electronics often find their way to reclaiming facilities, frequently
located in developing nations, where circuit boards and components are crudely extracted
under harsh, high-temperature conditions. Once extracted, these significantly aged and de-

graded components are repackaged for resale, thus reintroducing compromised devices into
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the global supply chain [12]. Alarmingly, over 80% of counterfeit components originate from
such recycled sources [56]. Despite improvements, recycling practices remain insufficiently
regulated, with proper recycling rates in the United States historically as low as 10-18% in
2005, rising only modestly to approximately 25% by 2009. Consequently, a considerable por-
tion of electronic waste continues to pose severe security and reliability risks upon re-entry
into the supply chain.

To reiterate, this counterfeit detection schema does not require access to a golden sample
or extensive pre-deployment characterization. As such, the detection schema can be deployed

easily and cheaply by all manner of test labs and consumers.

3.2 Proposal

Figure 3.1 shows the overall concept of recycled IC detection using the self-referencing
approach. In the power-up state of a new SRAM device, logic 1s, and logic Os are uniformly
distributed due to Gaussian manufacturing process variation, as depicted in Figure 3.1(a).
Consequently, blocks of varying sizes, such as Bg;, Boy, and smaller ones like byy, bsg, will
exhibit similar statistics of logic 1s, denoted as pls. Conventionally, the data stored in SRAM
during normal operation, such as firmware for an IoT device, does not exhibit a uniform
distribution of 1s or 0s. Instead, there are distinct regions with varying concentrations of 1s
and Os, as illustrated in Figure 3.1(b). The aging process of an SRAM, influenced by non-
uniform data, exerts a notable impact on the subsequent power-up states. This imprinting
effect is evident in Figure 3.1(c). Consequently, regions like by, which were initially uniform,
undergo a shift towards a higher presence of Os when aged with predominantly 1s. Conversely,
regions like bsg exhibit an increased presence of 1s after being aged with predominantly Os.

We exploit this phenomenon by examining the occurrence of the percentage of 1 values
(pls) in memory cells on a block-by-block basis and monitoring the standard deviation ( )
of p1s. Aging effects lead to a deterioration in the uniformity of the SRAM power-up state.

Consequently, the discrepancy between blocks intensifies, resulting in an elevated recorded
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Figure 3.1: Overall self-referencing concept.

value, as illustrated in Figure 3.1(d). Finally, the shift in  with varying block sizes
illustrates the distinction between a new chip and an aged one, shown in Figure 3.1(e). This
discrepancy arises due to the nature of the clustering of 1s and Os across a power-up state.
When considering the pls of a larger block like Bg, it tends to be akin to that of Bgp
even after aging. In such expansive regions, identifying non-uniformity becomes challenging,
as concentrations of 1s and 0Os tend to balance out overall. However, when focusing on
smaller regions like bp; or bsg, these differences become more apparent, allowing for a clearer
observation of concentrated pockets of 1s and 0s. Given the minimal non-uniformity in the

power-up state of a new device, pls values remain consistently similar, leading to a more
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Figure 3.2: An SRAM array with bitline twisting.

stable  with less variance across block sizes. By contrasting with block size, a definitive
distinction between aged and new SRAM COTS becomes evident.

While the assumption that the power-up state of an SRAM is uniform holds true for
newer technologies, legacy SRAM devices often feature bitline twisting, also known as bitline
interleaving. As shown in Figure 3.2, this process swaps the positioning of BL and BL after
a certain number of memory cells. This process typically occurs two or more times within
one device, causing the bitmaps of these legacy chips to consist of “bands” in accordance
with the number of twists. These bands are inherently biased to logic 1 or logic 0, causing a
bitmap to inherit dark or light regions upon power-up. Though all SRAM cells are designed
with perfect symmetry, the cumulative effect of node capacitors can skew the overall BL and
BL capacitances [57], biasing portions of the power-up state to 0 or 1. It is because of this
factor that the power-up state of a legacy SRAM device must be pre-processed.

Figure 3.3 shows the proposed flow of the self-referencing approach to detect recycled
COTS SRAM chips manufactured with older technology nodes. The chip is first powered

up to obtain the initial power-up states. To address the bitline flipping in legacy SRAMs,
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Figure 3.3: Proposed approach for detecting COTS SRAM chips.

it becomes necessary to pre-process the bitmap. This pre-processing operation involves
inverting the power-up states of the complementary bands. Through this step, a relatively
consistent power-up state is achieved, devoid of any discernible bands. After pre-processing,
the uniform bitmap is split into blocks of sizem m. The percentage of 1spls, in the
memory cells of each block is then computed. Following the computationafs, the standard
deviation ( ) of the pls in each sub-block is calculated. This entire sequence, spanning from
the division of the bitmap into blocks to the calculation of , is carried out for a range of

n values. Subsequently, a comparative analysis is conducted between the blocks of varying
sizes. This can be achieved by assessing the spreadpf pls for each block size. A decision

on whether a chip is recycled can be made if thes are well separated across the blocks. This

is due to di erential aging that creates an increased di erence gils in the power-up state.
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Algorithm 1: Preprocessing of SRAM power-up states.

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

Input : SRAM power-up state OP S), number of chip sections B), sections to

ip (F)

Output: Bitline compensated power-up stateBCP S)

function setSectionLimits (OPS,B) is

BL length(OP S)=B;

PSSIN  ?;

fori Oto B do

| PSSij0:(BL 1)] OPS[i BL:((i+1) BL 1))
end

return PSS

end
function invertSection (PSYS) is

NPS[] 7?;

foreach (i;j 2jPSSj) do
| NPS[i]i] PSSl
end

return NP S ;

end
function preProcessing (OPS;B;F) is

BCPS[] ?;
PSS setSectionLimits (OPS;B);
for k Oto B do

if (k== F) then
| BCPS[Kk] invertSection (P SS[K]);
else

| BCPS[k] PSSKI;
end
return BCPS;

end

On the contrary,

across various block sizes.

bitline ipping for a legacy COTS SRAM power-up state. It is required to invert the ipped
regions. We denote the original power-up state a®P S, the total number of regions in
the chip asB, and the particular sections that need ipping asF. The setSectionLimits
function takes OP S and B as inputs. The band lengthBL can be described as the total

size of one region oOP S or the total size of OP S divided by B, Line 2. To divide the

Algorithm 1 outlines the overall pre-processing approach to compensate for the e ect of

23

s of the pls of the new chips are expected to display greater resemblance



Algorithm 2:  Computation of standard deviation ().
Input : nBCPSs
Output: of pls for di erent block sizes.

1 function computePercentOnes(BCP SJ]) is

2 | blocK]l 7, X000 ?;

3 H] Block sizes;

4 foreach (m=1:jh ) do

5 foreach (i=1:n) do

6 foreach (j =1 : fm]) do

7 block extractSubBlock (BCP SJi];j) ;
8 X[m;i+j] calPercentOnes (blocK ;
9

end
10 end
11 end
12 return X ;
13 end

14 function computeSigmaBCP SJ[]) is
15 X computePercentOne$BCPP) ;
16 foreach (m=1:jh ) do

17 | [m] standardDeviation (X[m;:]) ;
18 end

19 return

20 end

original power-up state into regions, the contents of each section are stored in a 2D sectioned
power-up state arrayP SS, where each row has the contents of one region, Lines 4-6. The
inversion of a region can be accomplished by thevertSection function, Lines 9-14. It
takes PSS as its input, Line 9. A new power-up state arrayNP S is populated with the
inverse of all elements in the input arrayP SS, Lines 10-12. ThepreProcessing function
describes the general functionality of the pre-processing method, Lines 15-25. It takes inputs
OPS, B, and F. The power-up state is broken into a sectioned power-up state array, Line
18. The bitline compensated power-up state is produced by inverting all sections indicated
by input parameter F, Lines 19-25.

Algorithm 2 shows the computation of standard deviation, , for di erent block sizes. As
we measure the power-up state multiple times, it takes bitline compensated power-up states

(BCP S) as the inputs and results s for di erent block sizes. First, thecomputePercentOnes
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